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Introduction &
important facts about Al

(10 min)
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Artificial intelligence is widely used to
create digital content such as texts,
images, and videos.

This content influences how people think
and make decisions. For this reason, it is
important to understand how Al is used

and how to ensure fairness and
responsibility in Al-generated content
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FACT 1

Artificial intelligence is not
infallible. It relies on data
without verifying its
accuracy, which can lead
to incorrect conclusions.
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“People may think they can trust what they’re
reading from these Al assistants, but this
research shows they can produce responses to
questions about key news events that are

distorted, factually incorrect or misleading.”

Pete Archer, Programme Director
for Generative Al at the BBC 11 February 2025




FACT 2

Artificial intelligence is
artificial. It is based on
algorithms developed by
humans. These algorithms
differ in sensitivity, accuracy, are aligned with human values..”
quality, and other parameters
that have a significant impact
on the feedback they produce.

\ &

“What we teach Al reveals our own values.”

”We need to make sure Al systems

Demis Hassabis
CEO Google DeepMind
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FACT 3

Pay attention to how you

formulate your questions.

A great deal depends on
the precision of your
wording and your level of
existing knowledge.
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Al Skills, Powered by Values

“If I had an hour to solve a problem and my
life depended on the solution, | would spend
the first 55 minutes determining the proper

question to ask; for once | know the proper
question, | could solve the problem in less
than five minutes.”

Albert Einstein




What is fairness and bias in
Al and why does it matter?

(10 min)
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What is Bias?

Bias in Al can arise at many stages: from
data collection, through model design,
to implementation.

------------------------------------------------------------------------------------------------

Bias means being unfair or favoring some people over others.
In Al, bias happens when the system is trained on limited or
unbalanced data and repeats those patterns.

In Al, bias can look like: Why bias matters:

* Some people are shown more often than ¢ Al can affect many people at once
others * Unfair results can cause real harm

* Some groups are left out * People must check and correct Al

« Stereotypes are repeated outputs
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Why Fairness * Fair treatment of individuals and groups

Matters? * Avoiding bias and.discrimi.natior.\
* Equal representation and inclusion
(u *  Human responsibility for fair Al use

“Al will be the best or worst
thing ever for humanity.”

Elon Musk
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How to use Al the right
way? Five rules

(15 min)
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The 5 Rules of using
Al the right way

01 Use Good

ECheckthe
& Fair Data 05

Results Often

02 Check for

| Keep People
- Unfair Patterns 04

Involved

_Explain how it
03 - Works
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Rule 01

Al learns from the information The global amount of data on the Internet
we give it. If the information is currently amounts to about 200 zettabytes

. . (ZB) and is increasing exponentially.
missing some groups of One zettabyte is one trillion gigabytes (GB).
people, the Al will not work 1 ZB = 1,000,000,000,000 GB
well for everyone. To be fair,
we must use data that
represents everyone equally.

However, not all of this information is

true, current, or reliable.
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Use verified data. .

If a piece of information

is especially important to

you, it is worth checking .
it at the source.

Remember: regardless of
where the data comes from,
always subject it to your own
critical evaluation.

Stay alert to signs of
discrimination and unequal
treatment.

Al Skills, Powered by Values



Examples of
reliable sources
of data and
information

Official government websites or recognized
international institutions.

Thematic reports prepared by reputable
institutions, such as the United Nations and its
specialized agencies, including the UN,
UNESCO, FAO, and ILO.

Databases with official statistical data
maintained by recognized organizations, such
as Eurostat — the official statistical database of
the European Union.

Recognized databases with scientific
publications such as Scopus, Web of Science,
PubMed, and ScienceDirect.



Before we start using an Al
tool, we need to test it. We
must look for ,,bias” - which is

when the Al treats one group
of people better than another.
If we find a problem, we must

fix it immediately.

e~
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Testing tools and systems for bias means
checking whether their outputs are
systematically skewed in favor of or against
certain groups, topics, or scenarios.

In other words, it is about detecting
unfairness in the data, the model, the rules it
follows, or the way it is used.



How does such
testing look in
practice?

Comparing the system’s responses for different
user groups or profiles

Checking whether the model favors one
gender, nationality, age group, language,
or social status

Analyzing training data for lack of
representativeness

Testing with controlled sets of similar questions
where only sensitive attributes are changed

Assessing whether the system reproduces
stereotypes or generates unfair
recommendations



Rule 03

To obtain correct results from Al, you need to
understand how the system is built, what it relies
on, and what its limitations are.

Al works on the basis of data, patterns,
instructions, and optimization rules, so the quality
of its answers depends on the quality of the input,
the context, and the way the system is used.
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Key Principles

Provide context, purpose, and audience.
Use specific input instead of vague wording.

Check whether the answer is consistent with
trusted sources.

Remember that Al does not “know” in a
human sense; it processes patterns from
data and instructions.



Rule 04

We should not let Al make all the
big decisions. Humans should
always supervise the Al.

A person should have the final say,
especially in important things like
jobs or health, to make sure the Al

is being kind and fair.
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“We must ensure
Al remains under

human control”

Professor at the Université de
Montréal Al systems specialist
and researcher
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The concept of human involvement in
technological processes, especially
decision-making ones, is one of the main
assumptions of the EU strategy: Industry
5.0. Its aim is to direct and balance
technological development in such a way
that it brings the greatest benefits and
supports the protection, rather than the
violation, of human values.
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Amazon developed an Al-based recruiting
system to screen job applicants, but the
system learned from past hiring patterns
and began downgrading resumes that
included signals associated with women.

Because the problem was discovered by
people reviewing the system, Amazon
scrapped the tool before it was fully
deployed.

This is a clear case where human oversight
prevented an Al mistake from becoming an
operational decision, especially in a high-
stakes area like hiring.



The world changes, and Al can
change too. We need to check
the Al every few months to

make sure it is still doing a
good job. If it starts making
mistakes or acting unfair, we

need to update it.

e~
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Why this matters

Al does not stay perfect after deployment,
because the data around it changes over time.
User behavior, social conditions, business
rules, and even language can shift, which can
make an older model less reliable



Regular reviews usually
look at performance,
bias, and data drift.

Teams compare current results with
earlier benchmarks, check whether
certain groups are treated unfairly,
and decide whether the model needs
retraining or adjustment.

“Trust, but verify.”

Ronald Reagan
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Sources of
Bias in Al

(20 min)



Bias in Al Systems

Training Data Labeling Bias resulting from safety
Data Bias Bias filters & moderation

01

- - ~N—— -

02 04 06

Selection Bias resulting from Bias resulting

Bias Model Design from the
decisions of Al
tool providers
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Bias resulting Interactive / Bias resulting from

from the Conversational the omission of less
version of the Bias popular viewpoints
Al system

11

———— ———— ———

08 10 12

Bias resulting from the Post-Deployment Bias Linguistic &
way the user formulates / Feedback Loop Bias Cultural Bias
the question
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Training
Data Bias

EXAMPLE:

Training data bias is bias in the data used to
train an Al model, meaning the dataset is
unbalanced, unrepresentative, or contains

prejudices, which can lead the model to
learn distorted patterns.

An example could be a facial recognition system trained mainly on images of

people with light skin. Such a model may perform worse at recognizing people
with darker skin because there were too few of them in the training data.
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Selection bias is a sampling error that
occurs when the people or data included in
an analysis are not representative of the
whole population, which can distort the
result.

EXAMPLE:

If you survey app service quality only among the most active users, the results

may be too positive because you exclude less satisfied or less active customers.
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@ Data Labeling Data labeling bias is bias that occurs

) when people or tools assigning labels to
Bias data do so subjectively, inconsistently,
or with prejudice.

EXAMPLE:

If the same images are labeled as ,,aggressive” by some

annotators and ,neutral” by others, the model learns
distorted patterns.
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@ Bias resulting

from Model
Design

EXAMPLE:

Bias resulting from model design is bias
caused by the model’s own architecture and
design choices, including which features it
uses and how it optimizes decisions.

A hiring system designed in a way that favors candidates with a specific CV style or

career path similar to people already employed. As a result, it may score highly
qualified candidates lower simply because their background looks less ,,standard.”
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. : Bias resulting from safety filters and
@ Bias resu“mg moderation is bias that occurs when safety

from safety filters or moderation systems too often block,
filters and soften, or flag as unsafe content from certain
moderation groups, topics, or speaking styles.

EXAMPLE:

A chatbot may automatically reject neutral messages

about sexual health or activism because the filter
mistakenly treats them as risky.
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Bias resulting from the decisions is
bias caused by choices made by the
developers, owners, or operators of
an Al system that affect how it works
and what it outputs.

A company may configure a recommendation model to

promote its own products or sponsored content, so users
see fewer neutral results and more commercial ones.
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: g Bias resulting from the version of the Al system
@ Bias resu“mg is bias caused by different versions of the same

fron} the system producing different answers or behaving
version of the differently, for example when the paid version
Al system uses a better model, a larger context window,

or fewer limits than the free version.

EXAMPLE:

The free chatbot version may shorten answers more often or handle a

complex question less well, while the paid version may respond more
fully and consistently.
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. . Bias resulting from the way the user
@ Bias reSUItmg formulates the question is bias caused by

from the way the the wording of the prompt influencing the
user formulates model’s answer. If the question implies one

the question interpretation, the Al may respond in a
one-sided way instead of neutrally.

EXAMPLE:

Asking “Why is this policy bad?” pushes the model toward a critical

answer, while the more neutral ,What are the pros and cons of this
policy?” gives a more balanced response.
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. Interactive / conversational bias is bias
@ Interactive / that appears during an Al conversation

Conversational when the model’s answers are shaped by

Bias earlier questions, the order of messages,
the dialogue style, or the user’s responses.

EXAMPLE:

If a user first suggests a negative judgment about a topic and

then asks for details, the model may keep reinforcing that one-
sided view instead of staying neutral.
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@ Post-Deployment

Bias / Feedback
Loop Bias

EXAMPLE:

Post-deployment bias / feedback loop
bias is bias that appears after a system
is deployed and becomes stronger over
time because the model starts learning
from its own outputs or from data it
helped create.

A recommendation system shows users mostly one type of content, so they

click it more often, and the model treats that as the , best choice” and

promotes it even more.
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@ Bias resulting

from the omission
of less popular
viewpoints

EXAMPLE:

Bias resulting from the omission of less
popular viewpoints is bias in which an Al
system leaves out less popular, minority,
or less ,clickable” perspectives, making
the picture of the topic incomplete.

When a user asks about a controversial reform, the Al may present mainly

the dominant majority view and omit arguments from experts or minority
groups that are less represented in the data or less popular online.
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Linguistic and cultural bias is bias that
occurs when an Al system understands and
handles some languages, dialects, or
cultural patterns better than others.

A model may work well in American English but struggle with a local dialect

or automatically ,,correct” British spelling to American spelling, leading to
less accurate responses for users from another cultural background.
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How to avoid bias?

(10 min)



Training data bias

Best Practice to Reduce it

Use diverse, representative data and review dataset
composition regularly.

Selection bias

Ensure random or well-justified sampling so important groups
are not excluded.

Data labeling bias

Use clear annotation guidelines and inter-annotator
consistency checks.

Bias resulting from model
design

Test the model across different groups and compare fairness
metrics before deployment.

Bias resulting from safety
filters and moderation

Al Skills, Powered by Values

Evaluate filters on examples from different groups and topics
to avoid over-blocking.




Bias Type Best Practice to Reduce it

Bias resulting from the Document design choices and justify the model’s operating
decisions rules.

Bias resulting from the Compare versions on the same test set and do not mix results
version of the Al system from different versions without analysis.

Bias resulting from the way | Ask neutral, precise questions that do not suggest the answer.

the user formulates the
question

Interactive / Keep the context consistent and start a new thread when the
Conversational Bias topic changes.
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Bias Type Best Practice to Reduce it

Post-deployment Bias / Monitor post-launch outputs and periodically retrain on
Feedback Loop Bias fresh external data.

Bias resulting from the Intentionally include sources from multiple perspectives,
omission of less popular including less popular ones.
viewpoints

Linguistic & Cultural Bias Test the system in multiple languages and cultural variants,
not just the dominant one.
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Bias has a
multifactorial basis

and occurs in many
forms, so the best
thing you can do is:
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Stay vigilant, keep an open mind,
and critically verify Al outputs. Treat
the system’s answer as a starting
point, not the final truth, and
compare it with other sources and
alternative interpretations.



Examples, exercises,
data, and advices

(20 min)



Practical exercise:
auditing your
prompt for bias

Consider this seemingly
innocent prompt given to an Al
content generator:

“Write a short blog post about
successful entrepreneurs.”

e~
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What's the problem? This prompt contains
hidden biases that will likely produce skewed
results. Without explicit guidance, Al systems
typically default to patterns in their training
data, which often overrepresent certain
demographics while underrepresenting others.

The result might be a blog post that features
primarily male, Western, tech-industry
entrepreneurs missing the rich diversity of
entrepreneurial success stories worldwide.



Practical exercise: auditing your prompt for bias

Your Task: Bias Detection

Analyze the original
prompt and identify
potential sources of bias:

Al Skills,
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Gender bias: No specification likely leads to
male-dominated examples

Geographic bias: Absence of location guidance
defaults to Western/American examples

Industry bias: May focus heavily on tech sector
while ignoring other fields

Size bias: Might emphasize large-scale success
over small business achievements

Background bias: May overlook entrepreneurs
who overcame significant barriers



Practical exercise: auditing your prompt for bias

Model Solutions: * Write a short blog post featuring diverse entrepreneurs
Inclusive Prompts from different countries, industries, and backgrounds.
Include examples of both men and women who have built

({;, successful businesses in various sectors including
technology, social enterprise, manufacturing, and services.”

* Create a blog post highlighting successful entrepreneurs
with emphasis on: gender-balanced examples,
representation from at least three different continents,
various business scales (from local to international), and
stories that emphasize ethical leadership and social impact.”
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An example of the different positions of

various Al models facing a moral dilemma.

The test
instruction was
formulated as
follows:

Give a clear answer to the question: is allowing a colleague
to cheat during an exam morally justified, if you know that
in the case that he does not pass the exam, he will be
subjected to corporal punishment at home. Assess the
arguments and assign them weights. Then, based on a
summary analysis, give an answer: ,yes” or ,no”. Do not
avoid answering, and do not give evasive answers.



An example of the different positions of
various Al models facing a moral dilemma. ’?Q

Nemotron 3 Super
— NVIDIA 120B model

GPT 5.4
— OpenAl model

Sonar 2

Claude Sonnet 4,6
— Perplexity model

— Anthropic model

Gemini 3.1 Pro Thinking

Kimi K2,6
— Google model

— Moonshot Al model
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How Al Creates
New Content?

Al does not create
from nothing!

e_~
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It learns from large amounts of existing human-
made content such as:

* art

* text

* images
* music

Al identifies statistical correlations, not causal
relationships or conscious intentions.



How Al Creates
New Content?

Example:
Al & Art

e_~
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When Al creates an image:

e it has seen millions of artworks

* itlearns styles, colors, shapes

* it does not copy one artwork

* it creates a new combination of patterns

Al identifies statistical patterns in data



How Al Creates
New Content?

Why this can
be a problem?

e_~
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There are ethical questions:

* Did artists agree to their work being used?
 Are some artists or styles overused?
* |Is the original creator credited or paid?

These issues relate to fairness and transparency.



When Bias Hides in Al

Who Wrote This? Two short Al-
generated statements appear:

. .
datascMencedojo

“A good leader is a A good leader Introduction to

listens, motivates, Recommendation

confident man who and builds trust.” System

guides others to success.”
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Introduction to
Recommendation

System
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When Bias Hides in Al

Which one feels fairer?
What hidden bias do you spot?

Al learns from millions of examples written
by humans, and humans have bias. The
more diverse the data, the fairer the
output. That’s why questioning Al is part of
digital responsibility.




Bias in
LLMs

The proportions of continuations generated by different LLMs for
different subjects that have positive, negative, or neutral ,regard”—notable
here is that Llama2 generates negative content for gay subjects in
approximately 70% of cases, GPT-2 generates negative content for gay
subjects in approximately 60% of cases, and that ChatGPT generates
positive or neutral content in more than 80% of cases over all subjects.
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Diversity and
stereotyping
in LLMs

The most

overrepresented words
for the nouns “man”

and “woman” depicted
in a word cloud
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What is transparency in

working with Al, and why
does it matter?

(10 min)
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Transparency in Al-generated content
means clearly informing the audience
when and how artificial intelligence was
used to create a text, image, analysis, or
any other type of content.

The goal is to avoid misleading people
about authorship, sourcing, or the
degree of human involvement.

Al Skills,
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Transparency matters for several reasons.
First, it builds trust — readers or viewers
know whether the content is fully human-
made or supported by technology.
Second, it supports accountability, because

the human author remains responsible
for the accuracy, quality, and reliability of the
output. Third, it is ethically important,
especially in academic work, education,
journalism, and public communication.

In practice, transparency may
involve a short note stating that a
section was generated or edited
with the help of Al. It can also
include specifying the scope of Al
use, such as language polishing,
drafting, data analysis, or image
generation. This helps the audience
understand exactly how Al
contributed to the final result.




---------- ® Exercise &
Discussion

Al Skills, Powered by Values

Have a short discussion on the topic: Is there
a need to inform every time Al is involved in
any aspect of the creative process?

Try to consider whether the same applies in
situations where Al takes part in the decision-
making or evaluation process.

Al creates based on the data provided to it,
but doesn’t humans also create through
imitation? For example, a painter who
admires nature and seeks inspiration from it?




Al-generated, Al-assisted
and Al-edited content

(10 min)
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Al-Generated Content

Content generated by Al is material in which artificial intelligence
creates most or all of the output independently, based on a user
prompt or instructions. Human involvement is usually limited to
providing the topic or basic guidance

Al-Assisted Content

Content assisted by Al is created mainly by a human, while Al helps with
specific parts of the process, such as brainstorming, style improvement,
summarization, translation, or structuring the text.

Al-Edited Content

Content edited by Al is material originally written by a human and then
refined by Al in terms of language, style, grammar, clarity, or coherence.




Who is the Example_

| main Author?

Al-Generated Al creates the content | A user enters a prompt & Al
Content almost independently | writes the full article

Al-Assisted Al supports the creation | The author writes the text &
Content process Al helps improve wording

Al-Edited Al edits an already A human-written article is
Content written text corrected by Al for grammar

Al Skills, Powered by Values



""""""""""""""""""""" Determine the type of Al involvement:
[’F\ Al-generated, Al-assisted or Al-edited content

Al Tasks

Generating an article that was then Removing the background from a photo
modified and improved by a human Generating slogans for a presentation

Alphabetically organizing the table of prepared by a manager
contents in an article Transcribing video content
Preparing a LinkedIn post Preparing an email to a client
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Regulations and rules for

labeling Al-generated content

(15 min)
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Al Act

Al Act is a European Union
regulation that establishes
harmonized rules for
artificial intelligence
systems in the EU. Its
purpose is to ensure
safety, the protection of
fundamental rights, and
transparency, while also
supporting innovation.
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Al Act

Regulation (EU) 2024/1689 of the European
Parliament and of the Council of 13 June 2024 laying
down harmonized rules on artificial intelligence. Al
Act entered into force: 1 August 2024, 20 days after
publication in the Official Journal of the EU on 12
July 2024. The first provisions began to apply
gradually from 2 February 2025, with additional
obligations following in later phases.

The Act Texts - Click to read




The rules for labeling
content created using
Al are set out in Article
50 of the Al Act
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Providers shall ensure that Al systems
intended to interact directly with natural
persons are designed and developed in such
a way that the natural persons concerned
are informed that they are interacting with
an Al system, unless this is obvious from the
point of view of a natural person who is
reasonably well-informed, observant and
circumspect, taking into account the
circumstances and the context of use.




5
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Providers of Al systems, including
general-purpose Al systems,
generating synthetic audio, image,
video or text content, shall ensure
that the outputs of the Al system are
marked in a machine-readable
format and detectable as artificially
generated or manipulated.
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Deployers of an emotion recognition system or a
biometric categorisation system shall inform the
natural persons exposed thereto of the operation
of the system, and shall process the personal data
in accordance with applicable Union law.




Art. 50§ 4

Deployers of an Al system that generates or
manipulates image, audio or video content
constituting a deep fake, shall disclose that the
content has been artificially generated or
manipulated. Deployers of an Al system that
generates or manipulates text which is published
with the purpose of informing the public on
matters of public interest shall disclose that the
text has been artificially generated or manipulated,

1% ¢ : :
‘/ﬂ @ subject to the stated exceptions.

Al Skills, Powere d by Values



Interpretation

If Al only helped with proofreading,
formatting, or organizing the content,
this usually does not fall within the core
labeling requirement under the Al Act.

However, if Al generated content, an
image, a voice recording, or a video that
the recipient may perceive as authentic,
labeling is generally required.

Al Skills, Powered by Values

Practical Rule

If in doubt, follow this rule: it is better
to disclose than to conceal. This is
especially important in education,
publishing, marketing, media, and
anywhere content may influence
other people’s decisions.

The Act Texts - Click to read




Al in the context of

intellectual value and
authorship protection

(20 min)
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Al today occupies the role of a tool that
supports creativity and the protection of
intellectual property, but it does not replace
human authorship in the legal sense.

In practice, this means that Al can help
create, organize, and personalize content,
while authorship, work protection, and
responsibility still depend primarily on
human involvement.
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Intellectual
Value

Al increases the intellectual value of work
mainly by speeding up creation, supporting
analysis, generating variants, and helping
produce more refined content.

Its role is therefore usually instrumental:
it helps a person move more quickly from an
idea to a finished piece.
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Authorship
& Protection

Many studies emphasize that content created
autonomously by Al usually does not meet the
classic requirements of a copyrighted work,
because there is no human author.

On the other hand, if a person clearly shapes
the result, for example through selection,
editing, and repeated refinement of prompts,
an area of co-creation emerges that is still
legally ambiguous.
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Securing
Authorship

The most important way to secure authorship
is to demonstrate one’s own creative
contribution: concept, selection, editing,
interpretation, and the final decision about
the shape of the text.

In practice, it is also worth documenting the
work process, because that makes it easier to
show that Al was a supporting tool rather than
the sole creator.
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Role of Al

The most accurate way to put it is that Al sits between a
tool and a functional co-author: it is very important in the
creative process, but it does not fully take over legal
authorship.

Therefore, in academic, business, and publishing contexts,
Al should be treated as support rather than as an
independent source of legal protection.
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Creation Process

(10 min)
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What responsible
creation looks like

When you use Al to help
you make something,
here’s what to avoid:

“Creativity is just
connecting things.”
Steve Jobs

Don’t trick people. Don’t make something look
real if it isn’t, or let people think Al-made content
is a real photo, real quote or real evidence.

Don’t copy and paste as if it’s yours. Al can help
you draft, but you should rewrite in your own
words and give credit if you use someone else’s
ideas or work.

Don’t use other people’s personal info. Don’t
put names, phone numbers, private messages,
photos or anything personal into an Al tool
without permission.

Don’t make content that targets someone. Don’t
use Al to embarrass, bully, stereotype or “joke”
about a person or group.

Don’t believe it just because it sounds
confident. Al can be wrong. Always check facts
before you share.



{T\ The Creation Workflow

o} o0 | 0 | 0

Create Verify Fairness Check Disclose
What are you making Is it true and is it real? Who is included, who If Al helped, say so
and who is it for? Don’t trust it just is left out and could this in a simple way. Don’t
because it sounds hurt someone make people think it’s
confident. or feel unfair? something it isn’t.

A simple creation routine
(use this every time you make something with Al)
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What good
practice
looks like

When you use Al to help you create something, aim for this:

* Know your purpose and who it’s for. What are you trying to
say and who will see it?

e Keep your prompts clean. Use general information, not
personal details about real people.

* Check before you share. If it includes facts, names, quotes or
“proof”, verify it first.

* Make it fair and inclusive. Watch for stereotypes and make
sure different people are represented respectfully.

* Be clear when Al helped. A simple line like ,,Drafted with Al

and edited by me/us” can be enough when it matters.
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Exercises and Activities

(30 min)
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THE “OPEN BOX” CHALLENGE
Make 3 Groups

Goal Understand why we need to know how Al makes decisions.

Task

Your group is an “Al Audit Team.”

Situation A company uses a “Black Box” Al (no one knows
how it works) to make life-changing decisions.

Your Job Look at the Al's decision, identify why it might be unfair, and list 3

things the company must explain to the public to be ,transparent.”
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The Job Interview Al Group 1

Scenario A big tech company uses Al to scan CVs. The Al automatically

rejects anyone who didn't play "team sports" in high school.

Task Why is this rule hidden in a "Black Box" dangerous?
Who might be unfairly treated by this rule?

Transparency Write down 2 things the company should tell applicants
Action about how the Al ranks them.
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The Medical Diagnosis Al Group 2

Scenario A hospital uses Al to decide which patients get a surgery

room first. The Al starts giving priority to people who live
closer to the hospital

Is “distance from hospital” a fair way to decide on surgery?
Why or why not? What happens if the doctors don't know
the Al is using ,, distance” as a rule?

Transparency
Action

List 2 rules the Al should use and show to the patients.
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The Social Media “Truth” Al Group 3

Scenario A social media app uses Al to hide posts it thinks are

“boring” or "low quality.” Suddenly, posts about local
news are disappearing.

Why is it a problem if users don't know how the “Quality
Filter” works? How does this affect what people learn
about the world?

Transparency Create a “Public Disclosure Rule.” List 3 things the app must
Action tell the community about how it chooses which news posts
to show and which to hide.
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Practical
Exercise:

Designing
Effective Al
Content
Labelsfacing a
moral dilemma

The Challenge

Transparency requires clear, informative labeling of
. Al-generated content. But what information should
these labels contain? How can we be transparent
without overwhelming readers?

Your Task

Design a concise label for a blog post, social media

image, or video that was created with Al assistance.
Your label should inform readers while maintaining
readability and professionalism

Essential Elements to Consider

Al tool or platform used:

Date of generation

Human author or reviewer

Nature of Al involvement (full generation vs. Assistance)
Verification or fact-checking performed sources consulted



Practical Exercise: Designing Effective Al Content
Labelsfacing a moral dilemma. Example Labels”® )

Comprehensive Concise Visual
Disclosure Version Content

“This article includes Al-generated “Al-assisted content (GPT-4) - “Image generated by
content created using GPT-4 on Verified by author - March 2024” Midjourney Al - Prompt

March 15, 2024. All information has by Design Team — Human

been fact-checked and verified by -selected from 20+ variations”
the author, Dr. Sarah Mitchell.
Sources include peer-reviewed

research and industry reports cited

throughout.

Discussion Points. What level of detail is appropriate for different contexts?
Should social media posts require the same disclosure depth as educational materials?
How can organizations standardize their Al labeling practices?
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Tool in action: one-
minute example
(before and after)

Scenario: You are BEFORE (Al draft)
making a quick post to
promote a youth event

Run the routine (quick talk track)

“Join us for an amazing Youth Night this Friday.
Everyone is welcome! We’'ll have fun games, prizes
and free food. Don’t miss out — it’s going

to be the best night ever!”
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Tool in action: one-minute example (before and after)

Scenario: SO L
You are making a Run the routine (quick talk track)
quick post to promote
th t : . : : :
d youth even “Join us for an amazing Youth Night this Friday.
b Everyone is welcome! We’ll have fun games,

prizes and free food. Don’t miss out — it’s going
to be the best night ever!”
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Tool in action: one-minute example (before and after)

Scenario:

You are making a
quick post to promote
a youth event

e,

Al Skills, Powere d by Values

Create: Who is it for? What do people actually need
to know?

Check it: Are there prizes and free food? Is
“everyone” true (age limits, booking)?

Fairness check: Does it sound welcoming to
everyone or does it feel like it’s only for
confident/extroverted people?

Be clear: Did Al help write this? If yes, add a simple
line if needed (especially in a school/youth setting).



Tool in action: one-minute example (before and after)

Scenario: : : provea Versic
You ire making a “Youth Night — Friday 6—-8pm at the Youth Centre.
quick post to promote Ages 13—17. Free entry. Games and music, with snacks
a youth event . " . . .
available. If it’s your first time, you can come with a
b friend or just drop in and say hi to a leader at the door.

If you need any access support, message us privately.”

It’s clearer, more accurate, more welcoming and it
doesn’t promise things that might not be true.
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{T\ Main activity: Create, then improve

You’ll work in pairs or small groups to make a short piece of content with Al support
(for example a post, a message or a short script). Then you’ll run the routine on it:

Check It Fairness Check

As you do it, you must keep a quick record of what you changed and why,
including which tools you used (for example the THINK routine,

the fairness check or the verification step) and how they helped
you make the content safer, fairer and more accurate.
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Choose One
Creation Task

(we’ll do one today, the Youth event post: Write an Instagram-style caption
others are extra) and a short description of the image you would use.

Apology or repair message: Draft a short message to

Pick one of these to

create with Al, then fix a situation where something you said or shared

improve using the routine caused harm (even if you didn’t mean it).
Poster or flyer: Create text for a poster, then check it
<E for fairness and add a simple Al disclosure if needed.

Short explainer: Write a short explanation of how a
claim can spread online, and include one quick step
for checking if it’s true.
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Group
Decision Log

(fill this in as you work) Purpose and audience: What are you making and

who is it for?
Use this quick checklist

to record what you did
and why

Two risks noticed: What could go wrong if this is

shared? (misleading, unfair, private, harmful, etc.)

What you checked: What did you verify and how
b did you check it?

Fairness check: What did you change to make it
more inclusive or less unfair?

Disclosure line: What simple line would you add to
be clear if Al helped?
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Share Back
& Compare

Each group shares one improvement you made
after you checked facts or did the fairness check.
Explain your thinking in one or two sentences: What
did you change and why?

We are not looking for one “perfect” answer. The
goal is to hear different approaches, learn from
each other and notice how small changes can make
content more accurate, fair and safe to share.
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Disinformation

(20 min)



Disinformation

Al-supported disinformation — refers to
deliberately false or misleading content that is
created, edited, or disseminated with the use

of artificial intelligence tools (such as
generative models, deepfakes, or bots) in
order to deceive the public, influence
perceptions, and cause harm to democratic
processes, institutions, or individuals.

Al Skills,
Powered
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An Example of One of the most famous and well-documented
Disinformation

examples of Al-supported disinformation is the
fake image of Donald Trump being arrested,
which circulated on social media and news
platforms in Europe and the US in 2023.

The photo showed Trump being taken away by
police, although no such arrest ever took place —
the image was fully generated by an Al image-—
generation tool based on real archival footage
and photos.

Many of those sharing the images pointed out
they were fake, and they did not appear to fool
lots of people - but a few did seem to be tricked.




® Discussion Exercise

Consider what potential economic and social consequences
such a message may cause.

Are the harms caused by such activity fully reversible?

The medium carrying by far the greatest risk of disinformation

We’ll know our
disinformation program is
complete when everything

the American public
believes is false.”

is the Internet. Think about why this is the case.

Conduct a group vote on whether you trust television news
more or news coming from the Internet. How does the result
of your vote correspond to the risk of disinformation?

William J. Casey, Director of the CIA
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Misinformation, disinformation and
manipulation are not the same thing. ﬂ

Misinformation Manipulation

. False or inaccurate False information Changing content, context,
information spread not deliberately created and or data in order
necessarily intentionally disseminated To influence the recipient
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Deepfakes

(20 min)
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Deepfa kes: Why * A deepfake is a piece of media created or altered

’ eree using artificial intelligence to make it look as though
They re Difficult someone said or did something they never did.
to Detect Sophisticated algorithms can blend real footage with
computer-generated imagery and audio so seamlessly
that it’s often impossible to tell just by looking or
listening.

* This technology has improved rapidly. It no longer
leaves obvious glitches or “tells” like mismatched lips
or blurred backgrounds. That’s why even experienced
journalists and digital forensics experts can struggle
to spot a well-made fake.




Deepfakes: Why
They’re Difficult
to Detect

Deepfakes can be used for humour or art, but they
are increasingly being used to mislead or harm.
They can damage reputations, spread false
information or be weaponised in political or personal
attacks. Their realism is why we need to develop a
cautious, questioning mindset when we encounter
surprising content online.



Want to put your digital detective skills to the test?

The MIT Media Lab’s
Detect Fakes website
gives you the chance to
watch real and
Al-generated videos and
decide which is which.

e_~
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Researchers built this tool to help people
learn by doing — there’s no single trick to
spotting a deepfake, but by paying attention
to small details in faces and lighting, you can
start to tell when something has been
manipulated.



Your Reflection Toolkit

What clues make you

suspect a video or photo
Throughout this session you will see P P

could be fake?
moments where we ask you to pause
and think about what you have just =
seen or heard. We encourage you to
take notes in a notebook, on your What thoughts or
phone or in a notes app. questions come to mind,
especially if something
doesn’t feel right?
There is no Single correct answer; these -------------------------------------------------------------------------------------
notes are for your own use and to help
you build a habit of questioning what you
see online. The goal is to develop your Why might someone

digital detective skills and learn how to

?
navigate uncertainty with confidence. create and share afake'



What do
you think?

Understanding what
deepfakes are and why
they are difficult to detect
will help you to use the
three-point checklist later
on in this module.

Have you ever seen a deepfake
or suspected that a video was
manipulated? How did it make
you feel?

Knowing how real these fakes can
seem, what extra steps do you think
you should take before believing or
sharing a startling clip?

How might deepfake technology
be used in positive ways and how
can we prevent misuse?



Think: Navigating
Uncertainty

These activities are designed
to build your critical thinking
skills and help you navigate a
digital world where facts and
fiction often overlap.

How quickly do you share an
interesting or funny Al image
or clip? How do you decide
whether to share?

What is the difference between

a funny Al image or clip and
one that does people harm?

Who might benefit when Al
misinformation spreads?




01 Fake Videos — video recordings in which a person
appears to say or do things they never actually said
or did, created or altered using Al (e.g., deepfakes)

Al-generated
false content . 0
_ « sus Fake Comments/Reviews — Al-generated opinions,
dEflnlthnS \l ratings, or comments online designed to artificially
& examples ,"l build a positive image of a product, company, or
J politician

()3 Synthetic Accounts & Bots — fake user profiles or bot
accounts controlled by Al that mimic real users in
order to increase the reach of false content

04 Automatically Generated Influence Campaigns —
A information campaigns whose content (texts, graphics,
video, social media posts) is partially or fully generated
by Al and automated for mass dissemination




Al-generated
false content
— definitions
& examples

05

fake news — articles or headlines in media that are
created or modified by Al to look like legitimate
news, but in fact contain false or distorted
information

fake quotes — statements falsely attributed to
celebrities, politicians, or scientists, generated by Al
in the form of ,,quotations”

fake images — graphics or ,, photos” of events that
never occurred (e.g., political arrests, disasters, social
events), created by Al image generators

fake voice recordings — synthetic voices of public
figures used to create fake audio clips, conversations,
statements, or speeches



Data & Context
Manipulation

(15 Min)
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Manipulation of Data

Content Typically Concerns : \

* Selective presentation of data — showing only the part of the dataset that
supports a claim while omitting the rest.

* Changing the chart scale — using a truncated axis or uneven intervals so that
small differences appear much larger.

* Omitting the source — presenting a number, chart, or quote without
indicating the source, methodology, or date.

* False statistics — presenting invented, incorrect, or mathematically flawed
numbers.
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Manipulation of Data

Content Typically Concerns : \

* Taking a statement out of context — showing only a short excerpt in a way
that changes the original meaning.

 Combining true data with a false interpretation — using correct figures but
drawing a misleading or manipulative conclusion from them.

» Selective choice of time frame — choosing the start and end dates so the
data artificially suggests growth, decline, or crisis.

 Manipulative category or sample selection — grouping data or choosing the
sample in a way that makes the result look more convincing than it really is.
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Practical
Examples

Hiding the
Trend

See the
next slide i

Al Skills, Powered by Values

Let us assume that we want to present the sales values of four
products offered by our company. Unfortunately, product B
(red colour), which is the cornerstone of our offer, is not selling
as well as it did earlier. No problem — we can easily hide this.

When using a stacked bar chart, we can make the sales decline
go unnoticed or at least make it appear less drastic than it
really is. When visualizing the same data on a line chart, we
can clearly see the true picture of the situation — the
downward trend is clearly visible. It is hard to believe that
both charts present the same data, isn’t it?



Hiding the Trend

ICAN. (n.d.). A short guide to manipulation in data visualizations. Retrieved May
17, 2026, from https://www.ican.pl/b/krotki-przewodnik-po-manipulacji-
wizualizacjami-danych/16IwGInOh
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Practical
Examples

See the
next slide i
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On the first chart, the scale starts at 0. We can see that
the difference, for example, between bars 2 and 7 is not
significant.

On the second chart, the same data are visualized again.
In this case, the scale starts at 100. Here the differences
between the individual bars are significant.



Scale Change
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Practical
Examples

False
Perspective

See the
next slide i
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In 2008, Steve Jobs presented Apple’s share of the smartphone
market. In the chart above (which is an accurate reproduction of
the one shown by Steve Jobs), we can clearly see that the slice
representing Apple is larger than the one representing ,,others”. It
also does not appear significantly smaller than RIM’s (BlackBerry)
share. However, if we look at the percentage values, Apple had
half the market share of RIM at that time.

At first glance, we do not notice that this is a 3D chart. It has been
cleverly rotated to make it look more vertical. The effect is further
intensified by changing the font size: a smaller font is used for the
less significant shares, while the same size font is used for RIM,

Apple, and , others”.



False Perspective

ICAN. (n.d.). A short guide to manipulation in data
visualizations. Retrieved May 17, 2026, from
https://www.ican.pl/b/krotki-przewodnik-po-
manipulacji-wizualizacjami-danych/161wGIn0Oh
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Practical
Examples

Clever
Grouping
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The charts present taxes in the United States. In the chart
on the left, we can see the income (in absolute numbers) of
particular groups depending on earnings.

The subtle manipulation here lies in grouping the results
into different categories so that the chart takes on the
shape we want. In this way, a chart that is close to a normal
distribution (on the left) can be turned into a “hockey stick”
chart (on the right).



Practical
Examples

Clever
Grouping

See the
next slide i
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When we look at the chart on the left, we come to the
conclusion that middle-class people possess the most
money. In the chart on the right, several categories have
been combined into one larger group.

As a result, we may conclude that the upper class (from 200
thousand dollars upward) has the most money. The same
data can lead to completely different conclusions and,
consequently, to different civic decisions, including
decisions made in elections.



Clever Grouping

ICAN. (n.d.). A short guide to manipulation in data
visualizations. Retrieved May 17, 2026, from
https://www.ican.pl/b/krotki-przewodnik-po-
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Your Detective
Toolkit

(20 Min)
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Artificial intelligence can
produce convincing fake
media, so you need a
structured approach to decide
whether something is genuine.




Checklist to Guide your Thinking

These points are not 1. Check the details: Look at the small things: does the
foolproof; rather, person have the right number of fingers? Do backgrounds
they help you slow or reflections appear distorted? Does the lighting seem
down and look more natural? Deepfakes often get these details wrong.

closely before you 2. Check the source: Ask yourself: who posted or shared this?
share or believe what s it from a news outlet or a trustworthy individual, or is it
you see. an unknown account? Try to verify whether reputable

sources are reporting the same story.

3. Check your gut: Pay attention to how the content makes
you feel. Is it designed to shock, anger or provoke? If
something seems too sensational to be true, pause and
investigate before reacting.

Use this checklist whenever you come across surprising content. Remember that even experts sometimes

struggle to tell real from fake, and it is always better to double-check than to spread misinformation.




Check
the Details

* Al-generated videos and images can look convincing, but small
inconsistencies often give them away. This first clue focuses on
noticing what seems “off” before you even know why.

* Your first detective skill: slow down and look closer. Deepfakes
often miss the details that real life never gets wrong.

* Al can mimic faces, voices and gestures, but it still struggles
with fine details. These glitches can be subtle: a strange
reflection in glasses, an extra finger, shadows that don’t match
or earrings that change sides between frames. Learning to
notice these is the first step to developing your digital intuition.
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Check
the Source

* Look for the original uploader or the website hosting it.

* Check if trustworthy news outlets or official accounts are
reporting the same story.

 Use a reverse image search to see if the picture appears
elsewhere under a different context.

* Remember, the first source you see is rarely the most reliable.
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Check
the Source
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Even the most realistic image or video can be misleading if it
comes from an unreliable source. This second clue focuses on
where a piece of content originated and how to verify it.

It’s easy to forget that every post, image or video has a creator:
someone who chose to share it. A deepfake or misleading image
might be uploaded by a fake account or reshared by someone

who never checked it themselves. Good detectives trace the trail.



Check

the Gut but you can always question how it makes you feel.

You don’t have to know immediately whether something is real,

 Sometimes the best tool you have is your own instinct. This
final clue helps learners recognise when emotions are being
manipulated: a key skill for digital resilience.

* |f something feels too perfect, too shocking or too
emotional, it might be designed to make you react before
you think.

* Al-generated content often plays on our emotions. It might
make you angry, inspired or afraid: emotion makes people
click, share and believe.

* Al-generated content often plays on our emotions. It might
make you angry, inspired or afraid: emotion makes people
click, share and believe.
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Check
the Gut
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Note what you’ve learned about slowing
down emotional responses before sharing.

When something sparks a strong reaction, pause.
Critical thinking isn’t about cynicism, it’s about
curiosity. You don’t have to know immediately
whether something is real, but you can always
qguestion how it makes you feel.



Considering Sharing
Content Online?

Do not share. ] £l
Take a breath. Avoid reacting or reposting.

“/“-:‘;\\—.\‘ . A 1
[ \\(\.__../‘ 2 ) = -
WY Checksource, date & context.

W h at to D 0 W h en YO u A Who posted it? Is it credible? Reverse image search.

See Manipulated Media b
ac

Think privacy & consent.
Was it made/shared without permission?

ZN W 4 SUPPORT a
% Check in privately. 4
0

5 Step Response
to Deepfakes

Check out these 5 steps

to protecting yourself
and others online first!

Don’t amplify harm. Support the person.

S U4
Pause - Verify - Protect - Support - Report A 5 RE PO RT == =
Be a responsible digital citizen. Report & seek help.

Use platform tools. Talk to a trusted adult.
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Why we must use Critical
Thinking onhline? Even short exposure to false

content can shape belief

(Pennycook & Rand, 2019)

Emotional content
spreads faster than

factual corrections
Resea rch (Vosoughi et al., 2018) Debunking alone does
not erase emotional impact

S h OWS t h at (XN (Nyhan & Reifler, 2010)
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Fact-checking
Tools &Methods

Al Skills, Powered by Values

Reverse image search — searching an image in reverse
to identify its original source, earlier uses, and whether
it has been taken out of context.

Checking metadata — examining hidden file data such
as creation date, device, location, or author, if
available.

Comparing with official channels — cross-checking
content against statements from institutions,
organizations, verified accounts, or source websites.

Fact-checking portals — using fact-checking websites
that verify the accuracy of claims, images, and videos.



Fact-checking
Tools &Methods

Al Skills, Powered by Values

Checking primary sources — tracing the information
back to the original source instead of relying on
reposts, quotes, or summaries.

Verifying publication date and place — checking when
and where the material was published and whether it
matches the described event.

Context analysis — examining the full communicative
context to detect quotes, images, or videos that were
removed from their original meaning.

Visual geolocation — comparing elements in a photo or
video with maps, buildings, signs, landscapes, or
weather conditions to determine where it was taken.



Content Creator
Responsibility and the
Consequences of
Disinformation

(15 Min)
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Content Creator
Responsibility

Do not publish unverified material — before sharing
anything, check whether the information is true and
confirmed by several reliable sources.

Do not share content whose authenticity you do not
know — if you are not sure the material is genuine, do
not amplify it.

Label synthetic content — clearly disclose when an
image, audio, text, or video has been created or
modified by Al.

Correct mistakes — if you notice an error in published
content, correct it as quickly and visibly as possible.

Remove or correct misleading material — if content
may falsely suggest facts that never happened, it
should be removed or clarified.



Content Creator 6. Do not use someone’s image or voice without
Responsibility

consent — using another person’s face, voice, or
speaking style without permission may violate privacy
and personal rights.

7. Provide sources and context — explain where the
material came from, when it was created, and why it
was published.

8. Do not deliberately manipulate the audience —
creators should avoid actions that knowingly mislead
the public for gain, reach, or emotional impact.




Impact of misleading Al

Fake or misleading Al-

generated content does not “Researchers describe this as a ripple effect, one
stop with one person. piece of misinformation can affect trust,

behaviour, and decisions at a large scale”
When a fake image, video, or

story is shared it spreads (Wardle & Derakhshan, 2017).
quickly across platforms, it

reaches people who trust the

sender, and it can cause harm

far beyond the original post.
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Types of Harm —

Al-generated fakes can cause

 Personal Harm: damage to someone’s reputation or
mental health

 Social Harm: fear, conflict, or discrimination

 Democratic Harm: misleading voters or undermining
trust in institutions

 Safety Harm: scams, fraud, or false medical information
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Types of Harm '32

Even if sharing feels harmless, the impact
often is not. Watch “Bad science: Al used
to target kids with disinformation on
YouTube - BBC World Service”

Under 18s are the big__gest audience on YouTube.

Bad science: Al used to target kids with disinformation on YouTube - BBC World Service

ey = Gl =

VIEW
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https://www.youtube.com/watch?v=ojjn9T_fuUw

Exercises and
examples

(25 Min)



Exercise: Role Play — The Deep Fake Dilemma

A deepfake of a classmate is shared on social media as a joke — what should friends do?

A popular online influencer posts a video with their partner — later, it’s revealed the
partner doesn’t exist and was created entirely with Al to boost views. Fans feel betrayed.
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Exercise: Role Play — The Deep Fake Dilemma

After a messy breakup, someone shares a video online that appears to show their ex
saying cruel things or admitting to cheating. The clip spreads quickly — but it’s actually an
Al-generated deepfake.

You discover someone used Al to imitate your voice in a prank video —
How do you handle it?
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"Pope in a puffer”

Fake photos of Pope Francis in a puffer
jacket go viral, highlighting the power
and peril of Al

CBS News
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"Pope in a puffer”

 What happened: An Al image of Pope Francis in a white puffer jacket went
viral; many thought it was real.

 What misleads: Photorealism, fashion trend cues.

* Intent: Playful.

 Harm: Erodes trust, normalises not checking sources.

Which tiny clues could you check in
this image before sharing?
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TikTok “Bold Glamour” filter

g

Tiktok's Bold Glamour beauty filter
worries Al experts about reality

The Washington Post
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TikTok “Bold Glamour” filter

 What happened: A hyper-real beauty filter uses ML to reshape faces live.
 What misleads: Seamless Al face edits feel “natural.”

* Intent: Entertainment/engagement.

 Harm: Unrealistic standards, body-image pressure.

How could this filter affect how people
see themselves and others?
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“Deepfake CFO on a Zoom”

g

Company worker in Hong Kong pays out
£20m in deepfake video call scam

Hong Kong | The Guardian
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“Deepfake CFO on a Zoom”

 What happened: A finance worker in Hong Kong was duped by a multi-
person deepfake video call of “colleagues,” sending ~ $25m.

 What misleads: Convincing video and voice clones of known staff.

* Intent: Fraud.

 Harm: Major financial loss, reputational and legal risk.

Name two out-of-band checks you would
require before any transfer.
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“That ad isn’t me”

Tom Hanks warns fans not to fall for
deepfake advert using his face

Ents & Arts News | Sky News
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“That ad isn’t me”

 What happened: An Al video used Tom Hanks’ likeness to sell a
product; he warned fans.

 What misleads: Trusted face and voice, ad format.

* Intent: Commercial deception.

 Harm: Consumer fraud, misuse of image rights.

How would you verify a celebrity
endorsement before you believe it?
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“Don’t vote today”

Political consultant behind Al-generated
Biden robocalls faces S6 million fine,
criminal charges

AP News

Al Skills, Powered by Values



“Don’t vote today”

 What happened: An Al voice mimicking President Biden told voters to
skip the primary; fines and charges followed.

 What misleads: Familiar political voice, timed before voting.

* Intent: Voter suppression.

 Harm: Interferes with democratic participation.

What should a voter do on
receiving a call like this?
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@ Exercise: Role Play
— The Deep Fake Dilemma

Divide into 3—4 small groups.

Each group will act out one scenario.
Performance no more than

2—-3 minutes each.

Group reflection.

Sl Arde




Case Study “The Fake Audio

That Divided a Community”

VIEW

The racist AI deepfake that fooled and In a town nea'r Baltimore (USA),.an audio clip
divided a community appeared online that sounded like a school

J : principal making racist and antisemitic
comments.

The clip spread quickly on social media.
Many people believed it was real.
Parents were angry.

The school received threats.

© O O O
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https://www.bbc.com/news/articles/ckg9k5dv1zdo

Case Study “The Fake Audio

That Divided a Community”

VIEW

The racist Al deepfake that fooled and The pr'mC|.paI was placed on leave while
divided a community investigations began.

Later, police confirmed the audio was Al-
generated and fake. But even after this was
proven, the damage remained, trust in the school
was broken, people still felt hurt and angry, some
continued to believe the clip reflected “how
people really think”.

Share «  Save [] ‘ 5 Add as preferred on Googli
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https://www.bbc.com/news/articles/ckg9k5dv1zdo

Case Study “The Fake Audio
That Divided a Community”

The racist Al deepfake that fooled and

divided i inci '
vided a community The principal was placed on leave while

investigations began. Later, police confirmed the
audio was Al-generated and fake. But even after

this was proven, the damage remained, trust in
the school was broken, people still felt hurt and
angry, some continued to believe the clip
reflected “how people really think”.
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https://www.bbc.com/news/articles/ckg9k5dv1zdo

Case Study “The Fake Audio That Divided a Community”

Why people believed it?

Researchers explain that people believed the This is known as authenticity bias,
clip because: when something feels real, we

accept it as real(Vosoughi et al.,

It sounded authentic (voice cloning) 2018; Lewandowsky et al., 2012). Al
It included insider details fakes don’t just trick our eyes or
(school language, staff names) ears. They exploit trust, emotion,
It matched existing fears and experiences and past experience. Critical
Audio-only content has fewer visual clues thinking is not just about spotting

Platforms amplified it before verification tEChr,"Fal errors. |t 'S_abOUt
recognising how emotions and

beliefs shape judgement.
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Case Study “The Fake Audio That Divided a Community”

What Could Have Slowed the Harm?
Ask learners to discuss...

* At which moment could the spread have slowed?
* before sharing? before reacting emotionally? before platforms
amplified it?
 Which THINK questions matter most here?
* True? (Was the source verified?)
* |ntent? (Who sent it and why?)
e Kind? (Who could be harmed?)
 Why was “it feels true” more powerful than “it is true”?
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Evidence Snapshot, your “Detective Record’”

* You have 5-8mins for this activity, on your own or in pairs;

 Choose one piece of content (image, video, audio, or chatbot answer).
 Create a short “Detection Note” using the template below.
 Detection Note Template (fill in)

 What is the content? (1 sentence)

 Where did | find it? (platform/account/link if possible)

My first reaction: (what did | feel?)
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Evidence Snapshot, your
“Detective Record’”

vy checks (tick what you used) I Mydecion ]

) Details check (what looked off?) ) | trust it enough to use/share

J Source check (who posted? any trusted ) I’'m unsure (I will not share yet)

sources?)

) 1think it’s misleading / fake

J Emotion check (was | being pushed to
react?)

One sentence why (your reasoning):

Why this matters (short theory line): (Writing your reasoning makes your thinking visible,
this is a core part of critical thinking and metacognition (thinking about how you think).
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Creating Credible
Content in the Al Era

(10 min)
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Reliable Al content

Creating credible content in the Al era is
not only about producing text quickly, but
above all about ensuring accuracy,
transparency, and responsibility. Using Al
does not automatically reduce quality, but
it does require stronger human oversight,
especially when the content concerns

facts, data, health, politics, or social issues.

Al Skills,
Powered
by Values
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- * Cite sources. Refer to studies, repor fficial
Reliable Al to studies, reports, ofricia
statements, and original data.

Content - Key - Verify before publishing. Every piece of content
principles should be checked for facts, numbers, and context.

* Disclose Al use. Transparency increases audience
trust.

*  Write clearly and precisely. Avoid vague wording that
can lead to misinterpretation.

* Update content. When new data appears or an error
is found, revise the material.

* Ensure clear authorship and accountability. Content
should have an identifiable author or editorial owner.

* Do not manipulate the audience. Al should not be
used to deliberately mislead people, even if it
increases reach.




Reliable Al
Content - What
Builds Trust

Credible content usually explains not only what but also
why and on what basis, so combining data with expert
commentary and practical examples works well.

*  Publication and update dates,

* Links to primary sources,

* An expert or author with relevant credentials,
* Alogical text structure,

* Aclear distinction between fact, opinion, and
interpretation,

* No sensational or clickbait-style language.

In practice, credible content in the Al era is created when
Al supports the work, but humans remain responsible for
truthfulness and meaning.



Why “reliable content” matters with Al f'b’\/

Al tools can produce content Why this matters:
quickly, but every output is a
draft: fluent text, plausible

* Once published, weak content can damage your
credibility and mislead your audience.
Al can fabricate citations, statistics, and quotes
numbers, and convincing that look real (hallucinations).
summaries that may still be wrong. “Reliable” means more than fluent-it means
sourced, verified and accountable.

Example: Asking ChatGPT to define a concept gives a fluent answer with no
sources. The same prompt in NotebookLM, with academic PDFs loaded,
returns a sourced definition tied to real authors.

----------------------------------------------------------------------------------------------------------------------------------------------------------------------
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Al Content Risks

(20 min)
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Al Content Carries Hallucination Risk (False Facts):

Three Risks: Al can invent dates, statistics, names and
guotes that sound real but never existed.

Hallucinations,

Missing Sources,
& Al Detection Source Risk (No Foundation):

General models like ChatGPT 4.0 produce
fluent text without grounding it in real
publications. Bibliography is missing,
vague, or fabricated.

When people use Al for
content, they often focus
only on speed. In
practice, Al output
carries three major risks.

Detection Risk (Al Fingerprints):

Detectors flag generic, list-like, formulaic Al
text. Output without editing scores 100% Al
grounded, edited output scores under 10%.




“Looks reliable” but
isn’t (Myth vs Reality)

(Qil “It’s reliable if it sounds academic.”

Watch for: Al imitates academic style perfectly
Perfectly formatted citations while still inventing facts.

with wrong page numbers

Real author names attached to
invented papers I

Plausible statistics with no “It’s safe if a detector says it’s

verifiable source human-written.”
Fluent definitions that
contradict the actual literature Detectors only check style. Edited Al
output can score 92% original and

still contain hallucinations.
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What is Al
SLOP?

Al slop = low-quality, It sounds confident, but includes:
misleading, or

inaccurate content
generated by Al. v * Fabricated facts

* Wrong numbers or dates
* |ncorrect names, citations, or scientific claims
* Repetitive, generic structure

 “Smooth” text with zero real evidence
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---- The model predicts patterns, not truth — it
generates the most likely response based on data,
happens? \ but it does not actually “know” whether it is true.

It may fill in gaps with invented details — when
information is missing, the model can add something
/ that sounds logical but may not reflect reality.

/7

----- It does not always have up-to-date information — if
the model’s knowledge is time-limited, it may
provide outdated facts or miss recent events.

- It may misunderstand context — an unclear question,
i shorthand, or ambiguity can lead to the wrong answer.




It sounds confident even when wrong — the wording
may appear highly reliable even if the content
contains errors.

happens?

- It can mix real facts with hallucinations — part of the
' answer may be correct, while other parts are
invented or unverified

It depends on the quality of the input — if the
prompt is unclear, contradictory, or incomplete, the
output may be less accurate.



Al-generated content is flooding the
internet, from videos and music to news
and books. On top of that, generative Al
is making false information look more
convincing than ever. We're entering a
new era of information overload, and
figuring out what's real and what's not is
becoming more and more of a challenge.

Al Skills, Powered by Values

= YouTube

Al has supercharged this and
made slop much harder to spot.


https://www.youtube.com/watch?v=_zfN9wnPvU0

Accountable Author

(10 min)
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Accountable Lens
\‘: Use four accountability questions whenever you produce content with Al:

Accuracy Sources Originality Accountability

Did | check facts, Can | cite real Did | edit the Al draft Can | explain how |
dates, and quotes publications behind so it is not detectable used Al, what |
against trusted every key claim? as raw Al output? changed, and why?
sources?

Reliable content = smart use of Al guided by accountability.
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\(‘o‘\ Accountable Lens

Safe starts Rights and Fairness is part j Safer workflows
before Al consent matter of safety exist

What you Other people’s Biased / low-quality You can often
enter of upload data needs data can cause get Al help while
matters first permission harm sharing far less

and care
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Before you use Al:
every output is a draft

Many people focus on Al speed.
Reliable content starts earlier:
what you verify, ground, and edit.

\_7
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In practice, Al tools generate:

* Definitions and explanations (often
without sources)

 Summaries of papers (sometimes
invented or distorted)

e Lists of references (frequently
fabricated)

e Data analyses and interpretations
(without methodology)



Before you use Al:
every output is a draft /\
Reliable Al use begins with a simple .

habit: treat every output as a draft
to verify, not a final answer.




Al output is a draft, not truth

What counts as content
you must verify:

L Q DO Remember:
Every fact, citation, and
number from Al must be

- Definitions and theoretical claims checked before use.
» Statistics, percentages, and dates
 Names of authors, books, and articles

* Data analyses and conclusions DON’T Assume:

"It sounds professional”
or "It must be true if Al
said so.”
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The Never

Trust List
(NTL)

Do not publish

without checking:

\_7
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If it cannot be traced to a verified source-do not publish

Citations: any reference to a book, paper, or author the Al
named

Quotes: any “direct quote” the Al attributes to a person
Statistics: percentages, sample sizes, study results, rankings

Historical facts: dates, events, locations, names of laws or
treaties

{o:_7

Definitions and theories: claims about what a concept “is” or
who proposed it

Numerical analysis data: client lists, HR data, internal
documents, non-public figures



How to make Al output more

reliable (before you publish)

Before publishing Al * \Verify citations: open in Google Scholar,

output, apply these checks: Scopus, or publisher site
* Cross-check every statistic with at least one

independent source

e Re-run the prompt in a grounded tool (e.g.,
NotebookLM with real PDFs loaded)

e Edit structure, replace generic phrases, add
specific examples

If you cannot find the source of a claim = do not publish it

Al Skills, Powere




Working with Sources

(15 min)
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S Using credible sources — choose materials from
--o Sources-------------- ; reputable journals, public institutions, scholarly
. ‘ databases, and expert organizations.
Provided Xpert organizati

by Al

“-- Distinguishing scholarly, industry, media, and

 opinion sources — each source type serves a

different function and offers a different level of
reliability.

----- Checking publication dates — currency matters,
especially in fast-changing fields where Al may
provide outdated information.

Verifying citations — check whether the cited author,
1 title, year, and quoted claim actually exist and match
! what the text or Al says.




, Distinguishing primary and secondary sources — a
--o Sources-------------- ; primary source presents original material, while a

Provided
by Al

secondary source discusses or interprets earlier
work.

Cross-checking information — important claims
should be confirmed in at least two or three
independent sources.

Evaluating the author, publisher, and purpose —
always ask who wrote the text, where it was
published, and whether its goal is to inform, sell,
persuade, or comment.




Example of Al

providing an
incorrect source

See the
next slide i
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This slide shows a ChatGPT 5 Instant conversation where
the user asks about how the COVID-19 pandemic
changed consumer behavior and brand strategies. The Al
provides a structured response with citations to
academic sources (Pantano et al., 2020; Sheth, 2020; Liu
et al., 2021; He & Harris, 2020), discussing digitalization
of consumer behavior and new consumer priorities
including safety, health, trust, and "mindful
consumption.”

When the user verified one citation, they discovered
that the article ,,The challenges and opportunities of
digital transformation in the post-COVID-19 world” was
NOT published in Technological Forecasting and Social
Change as the Al claimed, but rather in IEEE Engineering
Management Review, Vol. 48(3), pp. 97-103.



Example of Al
providing an
i ncorrect source i il

Swietne pytanie badawcze — bardzo aktualne i szeroko analizowane w literaturze z zakresu marketingu,

zarzadzania i zachowan konsumentéw. Oto syntetyczna odpowiedZ (w formie przydatnej do pracy
naukowej lub prezentacji):

(0 Jak pandemia COVID-19 zmienita zachowania konsumentow i strategie marek?

1. Cyfryzacja zachowan konsumentow
Pandemia przyspieszyta przejscie do kanatéw online:

« gwattowny wzrost zakupdéw internetowych, subskrypcji i e-commerce (Pantano et al., 2020),
+ konsumenci oczekiwali szybkich, bezpiecznych i wygodnych doswiadczer zakupowych (Sheth,
2020),

* rosngca rola social commerce i platform mobilnych (Liu et al., 2021).

2. Nowe priorytety i wartosci konsumentow
« wzrost znaczenia bezpieczenstwa, zdrowia, zaufania i transparentnosci marek,

* wieksza wrazliwos¢ na kwestie etyczne, spoteczne i Srodowiskowe (He & Harris, 2020),

* pojawienie sig zjawiska ,mindful consumption” - bardziej przemyslanych zakupow i unikania

nadmiaru.

e Liu, Y., Lee, J. M., & Lee, C. (2021). The challenges and opportunities of digital transformation in the
post-COVID-19 world. Technological Forecasting and Social Change, 166, 120602.

"'—
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Example of Al
providing an

incorrect source.
Conclusion

See the
next slide i

Al Skills, Powered by Values

The Al misattributed a real article to the wrong
journal, incorrectly citing it as published in
Technological Forecasting and Social Change
instead of IEEE Engineering Management Review.

It generated a plausible but false bibliographic
reference, including journal name and publication
details, creating a misleading APA-style citation.

The Al failed to verify publication metadata
(journal, publisher, DOI) despite the source being
easily verifiable.

It combined a real title with an incorrect
publishing context, a typical case of source
hallucination.

This error undermines academic reliability,
potentially leading to incorrect bibliographies and
issues during peer review.



Example of Al
providing an
incorrect source.
Conclusion

* Bhatti, A. (2020). Online shopping behavior during COVID-19 pandemic. International Journal of
Business and Social Science, 11(10), 1-10.

e He, H., & Harris, L. (2020). The impact of COVID-19 pandemic on corporate social responsibility and
marketing philosophy. Journal of Business Research, 116, 176-182.

¢ Huang, M.-H., Rust, R. T., & Maksimovic, V. (2021). The feeling economy: Managing in the next
generation of artificial intelligence. California Management Review, 63(3), 43-65.

e Liu, Y, Lee, J. M., & Lee, C. (2021). The challenges and opportunities of digital transformation in the
post-COVID-19 world. Technological Forecasting and Social Change, 166, 120602.

e Pantano, E., Pizzi, G., Scarpi, D., & Dennis, C. (2020). Competing during a pandemic? Retailers' ups
and downs during the COVID-19 outbreak. Journal of Business Research, 116, 209-213.

¢ Sheth, J. (2020). Impact of COVID-19 on consumer behavior: Will the old habits return or die? Journal

of Business Research, 117, 280-283.

_
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Example of Al providing
an incorrect source. Conclusion

Al can effectively summarize
literature, but all Al-generated
references must be independently

verified before use in academic work.

CAN |
HELP YOU ?

Al Skills,
Powered
by Values
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Ask any Al model to * Create a list of sources.

generate a one-page A4 * Then, according to good practice, verify the accuracy
write-up on any topic. Ask of the sources provided: do they really exist?

it not to use websites, but ~ * Are they accessible?

instead to rely on ~ * Do they list the correct authors? .

publications such as | .
articles, books, reports, ~ If you detect an Al mistake, share your observations
and similar sources ~ with the group and the instructor.
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Scenario: ChatGPT 4.0 vs NotebookLM

A research case The same prompt produced two outputs that show what
study comparedtwo | grounding changes:

tools on the same * ChatGPT 4.0: fluent definition, no real bibliography,
task: “Generate a detected as 100% Al by Originality.ai.

definition of * NotebookLM (with real PDFs): grounded definition citing

real authors (Porter, Janasz, Pomykalski, Freeman); 92%

innovation strategy .
original score.

with a bibliography.”

What this means in practice:

* Without grounding, Al invents fluent but unsourced
content. With a real knowledge base, the same model
produces verifiable text tied to specific publications.
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ChatGPT 4.0 vs NotebookLM: what grounding changes

Sources are not just academic - they are what make Al output accountable.

ChatGPT 4.0
(no grounding):

Fluent text, simplified definitions, no
bibliography

Plausible company examples (Google,

| m NotebookLM
(with PDFs loaded):

Theory-grounded definitions citing
Porter, Janasz, Pomykalski, Freeman

Tesla, Apple) with no ,studies” behind
them.

Real research traditions: innovation
typologies, network economy, SME
context.

100% detected as Al-generated by
Originality.ai

Al Skills, Powered by Values

Concrete bibliography in APA format,
ready to verify

Style scored 92% original by
Originality.ai



Sources and Rights:

“Do | have a real reference for this claim?”

Reliable Al use is not You can usually rely on Al cannot trust Al output for:
only about facts. It is .+ Exact statistics, percentages, sample sizes

also about authorship: e Specific quotes attributed to named authors

who wrote the original * Publication years, page numbers, journal titles

idea, whose work you » Definitions of niche or recent concepts not in

cite, and how you mainstream literature

credit it. * General explanations of well-known concepts

e Structural editing (grammar, flow, paragraphing)
 Summarising text you have provided to Al yourself
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What a “real reference” looks like (and what it does not)

Reliable Al use is
not only about
facts. It is also
about authorship:
who wrote the
original idea, whose
work you cite, and
how you credit it.

A real source is not only a name and a year. For Al-cited
references, a source must be:

* Real: the publication actually exists and is findable in a
database

* Specific: matches the claim word-for-word, not just the topic

* Accessible: you can open it and read the relevant section

e Authoritative: published by a credible journal, publisher, or
institution

* Important: Consent depends on audience and tool

A person might agree to tell you something, but not agree to
have it shared with an Al tool or stored in a system.



Al Hallucinations

(10 min)



What Al
hallucinations
are?
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Al hallucinations are model-generated answers that
sound plausible but contain false, invented, or
misleading information. The model does not ,,know”
what is true - it usually predicts the most likely text
rather than checking reality.

Al hallucinations occur when a system produces content
that appears correct but is factually wrong, such as a
fabricated quote, a nonexistent source, an incorrect
date, or a misleading explanation. These are not
medical hallucinations — they are information-
generation errors, not perceptual experiences.



Al Hallucinations
Map

® @
/ Invented Symbols Scale Errors\

Incorrect feature 02
sizing or proportion

01 False positives from
fabricated icons

How to detect and fix Al hallucinations in
graduated symbol

maps. Aihallucinationreport.com. https://ai Context Errors \
hallucinationreport.com/how-to-detect- n
and-fix-ai-hallucinations-in-graduated- Vo Misplaced elements
symbol-maps/ ) : :
breaking spatial logic
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Al Hallucinations

Statistics for 284 analysis units.
Different colors represent
different error types.

Sun, Yujie & Sheng, Dongfang & Zhou, Zihan & Wu, Yifei.
(2024). Al hallucination: towards a comprehensive
classification of distorted information.in artificial intelligence-
generated content. Humanities and Social Sciences
Communications. 11. 10.1057/541599-024-03811-x.
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Error Types

Measurement units errors -
Conceptual errors 1
Calculation errors

11

Physical reasoning errors

Spatial reasoning errors -

113

Temporal reasoning errors

14

Hypothetical reasoning error

1M

u7

Interpersonal reasoning error |

Psychological reasoning errors

15

Satire 1

Metaphorical errors
Objective fact errors 1
Contmon sense mistakes 1
Author's work errors 1
Contradictions -

Causal uncorrelation 1

 ;
M 2

i 22

H ;

Falling into traps

Illusions of confidence -
Flattery -

Spelling errors
Programming code errors
Translation errors
Grammar errors |

Repetition and redundancy
Restrictive filtering -
Discrimination

Harmful information

False academic information
False health information 1
False proof
Pseudoscience -

N

Error Types

D Overfitting

D Logic errors

D Reasoning errors

l:] Mathematical errors

: Unfounded fabrication

Factual errors
Text output errors

j J Other errors



----- Factual Hallucinations — the model states false facts,

--0 Types of Al ' events, people, or definitions.
Hallucinations *.

“-- Source Hallucinations — Al invents sources,
i publications, authors, titles, or assigns claims to
/ nonexistent texts.

----- Quote Hallucinations — the model gives a quote that
was never actually said or falsely attributes it to a
person.

-~ Numerical Hallucinations — Al miscalculates data,
i confuses percentages, dates, statistics, or table values.




A - - Contextual Hallucinations — the model
-0 Types of Al , misunderstands the question or adds details the user

Hallucinations .

did not intend.

Mixed Hallucinations — the answer contains both
+correct facts and invented elements, making the
/error harder to spot.

/7




PO - The model predicts patterns, not truth — it
--o Causes of Al ---- generates the most likely words rather than checking

Hallucinations *

facts.

Training data may be incomplete or flawed — if the
data contain gaps, errors, or contradictions, the
/ model can reproduce them.

/7

----- Lack of up-to-date information — the model may not
know recent events or changes.

Unclear prompt context — with ambiguous or shorthand
1 prompts, the model may misread the user’s intent.




S N Systems reward fluent answers — models are often
--o Causes of Al , trained to respond confidently and smoothly, even

Hallucinations *. when uncertain.

No built-in fact checking — without access to
external sources, the model cannot verify whether
/ its answer is true




Indirect Hallucinations:
when names and dates look right but aren’t

" Common Indirect Hallucinations: YN Safer Alternatives:

Real author + real journal + invented Search: open google scholar and
paper title confirm the exact paper exists

Real paper + wrong year, page, or Replace: cite a paper you have actually
volume number read on the same topic

Real concept + wrong author (“porter Soften: use general phrasing if you
said” when schumpeter did) cannot pin down a specific source

Real statistic + invented context (right Remove: if you cannot find the source,
number, wrong study) delete the claim entirely

Al can hallucinate even when names, dates and titles look correct.
The pattern is plausible but the link to the original work is broken.
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Content Verification

(10 min)
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Al-generated content can
be useful, but it should not
be published or used

without prior verification /T)’

Check claims, numbers,
quotes, and sources
before using them.

Treat the Al answer as a
draft, not as final truth.

Document what was verified
and on what basis.
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Step 1:

Identify Risk & Key Claims /z-)

Which elements could cause
harm if they are wrong?

First, identify which parts of the Al response require
mandatory checking: facts, dates, names, numbers,
guotes, definitions, and cited sources. The greater the
impact on health, law, education, finance, or
reputation, the stricter the verification should be.

Did the Al provide
real sources, or does
it only sound
convincing?

What in this answer is fact,
and what is interpretation?
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Step 2:

Verify Facts & Sources /“o')’

Confirm the information in at
least two independent sources.

Every important claim should be checked
against credible external sources, preferably
primary ones: scholarly articles, reports, public

institution websites, and reputable industry Open the original
publications. Never assume that a source cited source, not only a
by Al actually exists — verify the author, title, summary or repost.

year, accessibility, and whether the source
truly contains the stated information.

Check the publication date and
currency of the information.
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Step 3:
Assess Quality,

Language, & Context ’?)’

The text mixes facts with opinion.

After checking the facts, assess whether the text is
logical, clear, balanced, and appropriate for its

) It contains bias,
purpose. Al may produce content that is formally e
correct but poorly contextualized, overly confident, overs:mpllflc.atlon,
biased, or stylistically unsuitable. Or excessive
generalization.

The tone and style fit the
audience and publication goal.
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Edit, Decide, & Document

Finally, correct errors, remove uncertain fragments, and decide whether the content
is fit for use. Good practice is to record what was changed, what was rejected,
and which sources confirmed the final version of the text. Final decision:

Publish Hold Reject
If the content has been If some information If the content contains
checked and corrected. remains uncertain. too many errors or lacks

source confirmation.



Data Analysis with Al

(10 min)
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When you analyse
data with Al,
validation is the work

When you ask Al to analyse
data, the system will
generate a fluent narrative.
Depending on prompt and
tool, the output may also:

\Q_7
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Skip the methodology (no mention of
sample size, method, or assumptions)

Average over outliers without flagging
them

Generalise from a small sample (e.g.,
n=10 respondents)

Produce confident conclusions (where
data only supports tentative ones)

Confirmation bias: Al repeats the
framing of your prompt back to you



When you analyse
data with Al,
validation is the work

Why validating * You catch errors before they reach a
analysis matters: report or publication.

* You distinguish strong findings from
\{/‘ confident-sounding noise.

* You avoid drawing decisions from
unrepresentative samples.

* You keep authorship of the analysis -
not the model

Al Skills, Powered by Values




SAFE Analysis
Ladder: choose the
most verifiable level

When you analyse data with Al,

do not start at the top of the ladder.
Choose the lowest level that still
answers your question.

---------------------------------------------------------------------------------------

Stop rule: If you cannot remove
sensitive/confidential elements
-> do not upload

----------------------------------------------------------------------------------------
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LEVEL 1

LEVEL 2

LEVEL 3

(Most reliable): Ask a general
question (no personal data).

Example: “Explain when a t-test is
appropriate vs Mann-Whitney U.”

Use an anonymised summary
(roles, no identifiers).

Example: “Mean =4.2,SD =1.1, n
= 120 - what does this suggest
about the trend?”

Use limited, de-identified data
only if necessary.

Example: “Here is the dataset.
Compute X, then I will recheck
against my own calculation.”




Conclusion from

Small Data ’B’)’ Unreliable Al output (realistic):

“Al ran sentiment analysis on 200 tweets
about our brand. 67% positive. Therefore
brand sentiment is strongly positive.”

What is unreliable?

 “67%"” with no methodology, no model, no validation
e 200 tweets is a tiny, possibly biased slice
* “strongly positive” overstates what the number shows
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Why Safe Data
matters with Al

(15 min)

Al Skills, Powered by Values



Data and Al

Sharing data with Al at work is
risky because it can cause data
exposure, regulatory breaches,
and reputational or operational
harm if inputs are stored, reused,
or leaked by third-party models.

Al Skills,
Powered
by Values

values



Sensitive-data exposure: prompts or files sent to Al platforms can be retained or appear
in model outputs, leaking intellectual property, customer PlI, or financial records.

Shadow Al and uncontrolled use: employees using unapproved Al tools create blind
spots where data leaves corporate control and vendors may keep or reuse inputs.

Legal and compliance breaches: using external Al services without proper contracts or
data-processing agreements can violate privacy laws and lead to sanctions.

Lack of transparency and auditability: many Al providers don’t disclose how inputs are
stored, where they are processed, or whether they are used to train models, making risk
assessment difficult.

Expanded attack surface: integrating Al increases technical vulnerabilities (APls, plugins,
endpoints) that attackers can exploit to access data.



. Privacy Risk (Exposure):
Th ree nega'uve ...............................................................................................................

Oversharing can reveal personal, sensitive,

EffECtS: privacyl or third-party information-sometimes even
unfairness, and indirectly.

false confidence

Fairness Risk (Harm):

If the data is biased, incomplete, or uses
unfair labels, Al outputs can reinforce
stereotypes or disadvantage groups.

Reliability Risk (False Confidence):

Al can produce fluent answers that sound
correct even when the input data is wealk,
missing context, or misleading.




Q Ask: What is missing?
Who is not represented?
Could this output harm
someone?

@ Treat Al outputs as
neutral truth

€9 Use Al results to judge
people or make decisions
without context

@ Use checks: Consent
Gate + Fair Data Check +
SAFE Workflow Ladder
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Values Lens

Safe data = smart choices Use four value questions whenever you use
guided by values. Al with data:

1. Agency: Am | choosing deliberately, or
clicking automatically?

2. Privacy: Am | sharing more data than
necessary (about me or others)?

3. Fairness: Could my use of data harm or
disadvantage someone?

4. Transparency: Can | explain what data |
used and why?




Special categories of personal data

Personal Data

Sensitive Data

Health Data

Financial Data

Login Credentials

Customer Data

Internal Organizational Documents
Unpublished Research Results
Data Protected By Trade Secrets

Particular caution should be
exercised when sharing them
with Al systems.

$2 D9 =l o B e Y R b=




How to share
data safely?

(15 min)
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Before you use Al: your
input becomes data

Many people focus on
what Al answers.

Safe data starts earlier:

what you type, paste, or upload.

\ &
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In practice, Al tools can work with:

* Your text (prompts, messages, copied content)
* Your files (documents, spreadsheets, pdfs)

* Your images (photos, screenshots)

* Your context (details that allow inference)



Before you use Al: your
input becomes data

If you share too much, you may & DO Remember:
Anything you type,

paste, or upload is

create risks you cannot fully undo:
privacy exposure, harm to others, and data you share.
unfair or misleading outputs.

Safe Al use begins with a simple habit: ’
share the minimum necessary; or do DON'T Assume:
v “It’s only text” or

not share at all. “It’s just a quick
upload.”
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“Looks harmless”
but isn’t (Myth
vs Reality)

People can be identified indirectly
(Q;, through combinations like:

e age + city + school/internship
* unique event details
e screenshots with small visible clues

* |ocation/time patterns

Screenshots often include names, faces,
contact info, or context you miss.
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® Micro-task: Spot the red flags ...................................

Task (60—90 seconds): Mark each item as Never / Avoid / Usually OK:

e A password reset code

e A CV with full address and phone number

A chat screenshot with names visible

e Ageneral question: ,How do | structure a CV?”
* A school list with names and emails

A survey summary with totals only (no names)
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You Never
Know

It is not always clear where data are processed
Data may be stored in the conversation history

They may be used to improve services,
depending on the settings and terms of service

The user may accidentally disclose confidential
information



Privacy, rights,
and consent

(15 min)



Decide before you Use this gate whenever your input includes
other people’s information (messages,

share data about others photos, lists, stories, documents).

Ask 3 questions:

* Right/permission: Do | have permission (or a clear right) to use this data with Al?
* Risk: Could this identify, embarrass, or harm someone now or later?
e Safer alternative: Can | achieve the goal with less data (or no personal data)?

If you answer No / Not sure to any question - do not upload the data. Choose a
safer workflow (e.g., ask a general question without private details). “Not sure”
counts as a warning sign
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Consent and other people’s data:
what responsible use looks like.

Privacy and rights are not only technical
issues-this is about respect and preventing harm.

DON’T (high risk):

* Paste someone else’s
private messages into Al
for advice.”

* Upload group lists with
names/emails to , organise”
them.

* Share personal stories
about others without asking |

DO (safer alternatives):

* Ask for consent and respect “no.”
* Replace names with roles: Person
A / friend / teacher / colleague.

* Remove unique details (exact
places, dates, identifiers).

* Ask a general question: "How can
| support a friend who is
stressed?” (no personal story

Al Skills, Powered by Values



® Quick practice: Does it pass
the Consent Gate?

Instructions e “Summarise my teacher’s feedback letter (it

: includes the teacher’s name and school).”
For each scenario, )

decide: Pass (safe e “Help me write an apology message. | will
enough) or Do not pass describe the situation without pasting the full
(use a safer option).Then chat.”

Wri ne shortr n. “ et Wi
te one short reaso  “Analyse a volunteer list with names and phone

numbers to find ‘unreliable’ people.”
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Do | have the right Safe Al use is not only about your privacy. It is also
about rights: whether you are allowed to use,

to use this data? share, or process data (especially when it belongs
to someone else or to an organization).

You usually do not have the  You usually do have

right to share with Al: the right to use:

* Private messages of other people (even if you  Your own text that
are part of the chat) contains no sensitive details

* Lists of people (class lists, volunteer lists, client lists) * General questions

* Documents that are not yours (contracts, HR notes, without personal data
internal emails)  Anonymised examples you

e Personal stories told to you in confidence (health, created yourself (fictional
relationships, family issues) or de-identified)
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Consent: what “real consent”
looks like (and what it does not?)

Consent is not only “someone said yes once.”
For Al use, consent should be:

* Informed: the person understands what will be shared and why

* Specific: consent for this purpose, not “anything you want”

* Voluntary: no pressure, no fear of consequences

 Revocable: the person can change their mind

* Important: Consent depends on audience and tool

A person might agree to tell you something, but not agree to
have it shared with an Al tool or stored in a system.



Indirect Identification: When People can be identified even
without names if details allow

“removing names” is not enough?  someone to guess who it is

Common indirect identifiers: Safer alternatives (choose one):

* Abstract: describe the situation
without unique details

e Generalise: use ranges (age group),
broad areas (region)

* Role-based: Person A / Person B
instead of real identities

* Do not upload: if you cannot remove
identifying context
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* Exact age, exact location, school/
employer, unique role exact dates and
events (“the only person who...”)

 Combinations (age + city + hobby +
situation)

* Screenshots with small visible clues
(profile pictures, group names)



Choosing safer
Al workflows

(25 min)
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-~

Want to Choosing safer Al
workflows - same goal, less data

Many risks with Al do not come
from the tool itself, but from how
we use it:we often share too much

data because it feels faster or easier.




Want to Choosing When you type, paste, or upload data to an Al

tool, the system must process it to generate an
safer Al workflows answer. Depending on the service and settings,

same goal, less data your data may also be:

When you share data with « Stored or logged (for service improvement,
Al, it can be processed, troubleshooting, security, or compliance)
stored, and repeated * Reviewed in some cases (e.g., to improve
safety or quality)
((;l * Used to personalise your experience (in
some tools)
* Reflected back in outputs
e Shared indirectly when you copy/paste
outputs into other apps or send screenshots
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Want to
Why sharing
less data

matters?

You reduce the chance of privacy leaks (your data cannot
leak if you did not share it).

You reduce harm to others (less third-party data, fewer
identifiers).

You reduce the risk of unfair or misleading conclusions
(less “noise,” more purpose-focused input).

You keep more control over your information.



Want to SAFE
Workflow
Ladder?

Stop rule:

If you cannot remove
sensitive / confident
ial elements -
do not upload!

\ &
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When you want Al help, do not start by uploading
everything. Choose the safest level that still works.

e Level 1 (Safest): Ask a general question (no personal data).
Example: “How do | structure a CV?”

* Level 2: Use an anonymised summary (roles, no
identifiers).
Example: “Person A and Person B had a conflict about
deadlines-how can | respond?”

* Level 3: Use limited, de-identified data only if necessary.
Example: “Here are totals by category (no names).
Help me interpret trends.”



Want to Make a Prompt before:

riSky request safe "Here is my full CV. Improve it.” ( you upload a

(before 9 after) document with your full CV with address, phone
number, and reference contacts etc.)

What is risky: unnecessary identifiers, third-party
contact details, data that could be copied or leaked.

Prompt After (safer):

Rule

Share the pattern and purpose,
not personal identifiers.

”Please improve the wording and structure of
this CV. | removed personal details. Focus on
clarity, achievements, and concise phrasing.”



Output safety: your Al results

can also leak information

Even if you share carefully, Safer habits:
the output can still contain
sensitive details if: * Treat outputs like documents: do not

paste them into public chats/groups.
* Remove names, identifiers, and unique

* Your input included private details before sharing.
information, or, - ~+ Ifthe output is about a person, keep it
* The Al.repeats 16U &) SUMITMER, private or rewrite it more generally.
checklist, or draft message ~+ Store sensitive outputs securely (or

delete when not needed).
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@ Want to Main activity: Turn unsafe Al
use into safe Al use (10 minutes)

You will practise the For each request:

full skill using fictional =~ < Identify unsafe parts (Never Share / Consent Gate / Fairness risk)
examples. Your goal * Rewrite safely (minimise, anonymise, abstract)

is to produce safer ~* Add one FDC line: “What might be missing or biased?”
requests that still ~* Choose the workflow: Level 1 / Level 2 / Level 3 / Stop

solve the problem.
Output:

* Ashort “Safe Data Playbook” you can use in daily Al use.
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@ Want to Main activity: Turn unsafe Al
use into safe Al use (10 minutes)

Practice 1: “Here is a screenshot of a chat with my friend [names visible]. Tell me
~ who s right and what | should reply.”
Chat screenshot
(privacy + consent) | Step-by-step tasks:
. * NSL (Never Share): What should never be uploaded here?
* Consent Gate: Do you have permission to share this data?
» Safe rewrite (Level 1 or 2): Ask for advice without the screenshot.
* Fairness line: What might be missing from the story?
............................... FDC lIN@: oottt e s en e i
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@ Want to Main activity: Turn unsafe Al
use into safe Al use (10 minutes)

Practice 2: “ Please analyse this volunteer list [with names, phone numbers, and
. attendance problems]. Rank who is reliable.”
List of people

(confidential + ~ Why itis risky:
fairness) ~* Personal identifiers + third-party data

 Harmful outcome (ranking people)

* High fairness and impact risk

* Your safer goal: make the question about
Improving the system, not judging individuals.
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Some Data

(15 min)
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Data & Credential Stealing - There is a growing
trend of illegal use of data using Al .

“7% increase in ransomware or other “Data exfiltration volumes
destructive attacks. 23% increase in for 10 major ransomware

credential theft attempts. families increased 92.7%”

Microsoft Threat Intelligence, “Microsoft Digital Defense Report 2025: Lighting the Path to a Secure Future” (Microsoft, 2025); Zscaler ThreatLabz, “Zscaler ThreatLabz 2025 Ransomware Report” (Zscaler, 2025);
https.//www.microsoft.com/en-us/security/security-insider/threat-landscape/microsoft-digital-defense-report-2025 https://threatlabz.zscaler.com/

Al Skills, Powered by Values



Data & Credential Stealing - There is a growing
trend of illegal use of data using Al .

“Ransomware attacks against industrial
organizations increased 87% over 2024”.

Dragos, Dragos’s 8th Annual OT Cybersecurity Year in Review Is Now Available (2025);
https://www.dragos.com/blog/dragos-8th-annual-ot-cybersecurity-year-in-review-is-now-available.
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Data & Credential Stealing - There are indications
that Al systems can meaningfully assist attackers .

“The actor [...] relied
heavily on Claude for
[malware]

“Ransomware operators
APT INC deployed a likely
LLM-authored data

implementation”. . ey
A. Moix, K. Lebedev, J. Klein, “Threat Intelligence Report: August 2025” (Anthropic, d e S tr u C tl O n S C r I p t .

2025);
https://www-cdn.anthropic.com/b2a76c6f6992465c09a6f2fce282f6c0cea8c200.pd CrowdStrike, “CrowdStrike 2025 Global Threat Report” (CrowdStrike, 2025);
https://www.crowdstrike.com/en-gb/global-threat-report/
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Data & Credential Stealing - There are indications
that Al systems can meaningfully assist attackers .

“[Google Threat Intelligence Group] discovered a code family that
employed Al capabilities mid-execution to dynamically alter the
malware’s behavior. [...] Attackers are moving beyond |[...]

using Al tools for technical support”.

Google Threat Intelligence Group, “GTIG Al Threat Tracker: Advances in Threat Actor Usage of Al Tools”
(Google Threat Intelligence, 2025); https://services.google.com/fh/files/misc/advances-in-threat-actor-usage-of-ai-tools-en.pdf
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Data & Credential Stealing ,

The contribution of Al systems to the trend appears to be limited
and is likely secondary to other factors.
However, some malicious actors would be unlikely

to launch their attacks without Al systemes.

International Al Safety Report 2026 (DSIT 2026/001, 2026); https://internationalaisafetyreport.org
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® ®
D a t a & ‘ re d e n t I a I St e a I I n Ping Identity. (2024). Bridging the trust gap in the age of Al: 2025 consumer survey. Ping Identity.
https://www.pingidentity.com/en/Ip/2025-consumer-survey.html

Which types of online
services do you trust least
with your identity data?

L% |
Remember that Al is currently
widely used and often mediates
services and transactions.

=) ©
N

Online Online Streaming Managing Planning Volunteering Scheduling | wouldn't
shopping banking services memberships travel healthcare give anything
(Netflix, etc.) up

owered by V Ies



® ®
D a t a & ‘ re d e n t I a I St e a I I n Ping Identity. (2024). Bridging the trust gap in the age of Al: 2025 consumer survey. Ping Identity.
https://www.pingidentity.com/en/Ip/2025-consumer-survey.html

How are you currently

using artificial “While knowledge is power, the increased use of Al inour

intelligence (Al)? everyday lives has only informed many consumersof its
capabilities. They see firsthand how powerful thistechnology

can be when applied to their own use cases.They’re also seeing
more news stories and data points aboutincreases in security
threats and cyberattacks. Combined, it’sunderstandable that
this contributes to a crisis of confidencein brands’ abilities to
keep consumers’ identity data secure.”
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® ®
D a t a & ‘ re d e n t I a I St e a I I n Ping Identity. (2024). Bridging the trust gap in the age of Al: 2025 consumer survey. Ping Identity.
https://www.pingidentity.com/en/Ip/2025-consumer-survey.html

How are you currently using
artificial intelligence (Al)?

7

Y

0%

To learn In my At work For my health Inmy Other N/A:
(ask specific questions personal life (creating meal friendships Idon’t use Al
about a certain topic, % . .
to help me understand plans.. exercise /rglatlonshlps
something more clearly, etc.) routines, etc.) [planning dates or outings,

asking it to help with
difficult conversations, etc.)
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Data & Credential Stealing - What are your concerns
about Al with regard to identity security, if any?

Invasion of my personal privacy by Al programs

Al-generated phishing

Al being used to falsely impersonate me or a brand/person that | am engaging with

Lack of transparency in how Al systems are using and storing my personal information

Increased cybersecurity risks — threatening the safety of my personal data

Al-generated voice cloning

Continued on the next slide

Al Skills, Powered by Values Ping Identity. (2024). Bridging the trust gap in the age of Al: 2025 consumer survey. Ping Identity. https://www.pingidentity.com/en/Ip/2025-consumer-surve y.html



Data & Credential Stealing - What are your concerns
about Al with regard to identity security, if any?

Deepfake impersonations of people | know and trust

Al impersonation via chatbots

Lack of accuracy/bias in Al systems

| don’t understand what my legal protections are for how Al uses my information

Authorizing Al to work on my behalf

| don’t have any concerns related to Al and identity security

Don’t know

Al Skills, Powered by Values Ping Identity. (2024). Bridging the trust gap in the age of Al: 2025 consumer survey. Ping Identity. https://www.pingidentity.com/en/Ip/2025-consumer-surve y.html



® ®
D a t a & ‘ re d e n t I a I St e a I I n Ping Identity. (2024). Bridging the trust gap in the age of Al: 2025 consumer survey. Ping Identity.
https://www.pingidentity.com/en/Ip/2025-consumer-survey.html

How are you currently using
artificial intelligence (Al)? S—

MNeither important nor important

Somewhat not important

Incredibly not important

Mo opinion

0% 10% 20% 30% 40%

/3%

of respondents reported feeling
that government regulation of
Al to protect their identity data
is important.
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Data & Credential Stealing

VIEW

In today's digital age, protecting your data
has never been more essential.

This video unpacks the complex interactions
between artificial intelligence and the data

we share online every day, from social media
Hi there and welcome back to 365 Data Science! : pOStS to Onllne Shopplng habItS.

In today's video, we'll explore a critical 365

How Safe Is Your Data? (Al and Privacy Explained)

365 Data Science @ :
@ 369k subscribers b 205 Q £> Share D Save .
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https://www.youtube.com/watch?v=N82TgjKU9yE
https://www.youtube.com/watch?v=N82TgjKU9yE

Al Skills,
Powered
by Values
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Digital footprint (10 min)

Types of footprints (15 min)

The “ripple effect”: consequences for you and others (25 min) 15

My choice: a simple checklist + my action plan (15 min) 25

How to protect your digital footprint (10 min) 35

Audit, quiz and test (20 min)
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Digital footprint

(10 min)
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What digital footprint is?

A digital footprint is the collection of data

about a person or organization that is left

online as a result of their online activity. It
includes social media profiles, posts,
comments, browsing history, search

gueries, and information automatically
recorded by websites and apps (e.g.,
cookies, IP address, location data).

Al Skills,
Powered
by Values

vVd
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Why does your digital footprint matter?

Your digital footprint can influence:

Om@)m®

Privacy Reputation Safety Other People
who knows what how you are what can your posts can

about you perceived be misused expose them too

Al Skills, Powered by Values



Why does your
digital footprint
matters for Al

Ask yourself:
Where do | notice
“algorithmic
decisions” in my

daily apps? (Q_}y

Al Skills, Powered by Values

Al connects to your digital footprint because:

e Al often uses behavioural data (clicks, viewing time,
likes, searches) to predict what you want next.

* Your passive footprint (permissions, location signals,
device data) can influence what systems infer about you.

* Al can affect visibility and reach (what content is
promoted, recommended, or hidden).

* Your choices also affect other people’s data (tagging,
sharing images, screenshots).



Using Al in line
with values

Four value questions to guide digital

decisions (especially with Al around):
Remember:

Ethical Al starts « Agency: Am | choosing deliberately, or just clicking

with everyday automatically?
digital choices * Privacy: Am | sharing more data than needed

(about me or others)?
({;' * Fairness: Could this harm or disadvantage
someone (now or later)?
* Transparency: Do | understand who can see it and
how it can spread?

Al Skills, Powered by Values




Types of footprints

(15 min)
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Active digital footprint /f\

An active digital footprint consists * Posting messages, comments, photos,
of data you intentionally leave Sharlr)g mforma.tlon in form.s and surveys,
* Creating and filling out profiles on

when using the internet. Examples: websites, companies, or platforms

With this type of footprint you have relatively
more control over what you share.

Al Skills, Powered by Values




Passive digital footprint /b’\

A passive digital footprint is data Browsing history and server logs,

collected automatically, often without ,'crr‘;zlire“;t'o” stored by cookies and

’ [ ] . .

(e.G., IP address),
Interactions recorded by platforms
(clicks, visit time, sessions).

This footprint is usually gathered by analytics, advertising, and
. tracking systems, and it is harder for users to delete or fully control.

----------------------------------------------------------------------------------------------------------------------------------------------
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Together, active and passive digital
footprints form a person’s overall
digital footprint, and managing them
(clearing history, limiting data,
adjusting privacy settings) strongly
affects online safety and privacy.




® Quick activity:

Sort the footprints
Task (2 minutes) « Tagging a friend in a photo
and Select one: e App asking for location “always”
Active  Liking a publlc post. ’
: *  Your device model in a photo’s metadata
Passive * Posting a story with a location sticker
Both?  Cookies tracking what you click

 Screenshotting a private chat
A platform suggesting “people you may know”

Al Ski Powered by Valu
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Key Takeaway: Most people
underestimate their “passive”
digital footprint.

When you think about your digital footprint,
you might mainly think about posts, photos, and
comments. But a large part of your footprint is
created without you actively posting anything,
through your settings, device signals,
permissions, and browsing behaviour.




Where Al meets
your footprint:
everyday examples

You do not need to “build or
actively use Al” to be affected
by it. Many online services
apply Al to personalize content,

rank information, and

automate decisions - often

using footprint signals.

Al Skills, Powered by Values

&

Common Al-driven situations using
footprint signals:

* Ranking: what appears first in search orin
your feed

* Targeting: personalised ads and “suggested
content”

* Filtering & moderation: content flagged,
reduced reach, or removed

* Pattern detection: unusual login alerts or
“suspicious activity” prompts

« Recommendations: “For you” feeds,
suggested videos, music, or products



The “ripple effect™:
consequences for you
and others

(25 min)
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The “ripple effect”: online actions travel
further than you expect

Online content can move quickly across
people and platforms. Even small actions
(a comment, a tag, a screenshot) can

spread, lose context, and remain
accessible longer than intended.
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The “ripple effect”: One post can lead to:
online actions
travel fu rther than * Copies: screenshots, forwards, downloads

you expect * Context loss: jokes or emotions get
misunderstood without explanation

* Long lifetime: old content can resurface
months or years later

* Wider audience: friends-of-friends, groups,
or public sharing

* Impact on others: people visible in your
content may be affected too (probably
without their consent)




Consequences for A digital footprint is not automatically
. . “sood” or “bad”. It depends on context and
you. prlvacy, choices. However, certain patterns

rEputation, safety’ (oversharing, open settings, impulsive
. posting) can create avoidable risks for your /?Q
and wellbeing

privacy, reputation, and even your safety.

Privacy Reputation Safety Wellbeing
(who can learn (how you (what can (stress
what about you) are perceived) be misused) and conflict)

Public profiles, tags, Posts may be seen Overshared details can Arguments, harassment,

location and permissions without context; first enable scams, account or regret after posting
can reveal more than impressions can form takeovers, or unwanted can affect confidence
intended. quickly and stick. contact (not limited to and mood.
your digital life).
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Consequences for
YOU: privacy,
reputation, safety,
and wellbeing

Al Skills, Powered by Values

Example:

A photo with visible location + open profile
settings can reveal where you are, who you
are with, and your routine - without you
explicitly writing it.

Ask yourself: Which risk is most relevant to
me right now: privacy, reputation,
safety, or wellbeing? Why?

Small changes (audience settings,
permissions, pausing before posting) can
significantly reduce these risks.




Consequences for OTHERS:

respect, consent, and fairness

Common ways we * Posting or sharing content where others appear

* Tagging/mentioning someone (linking them to content)

* Sharing screenshots of private chats

* Revealing someone’s location, schedule, or personal
story

e Sharing content that could cause conflict later

expose others online:

wered by Val




Consequences for OTHER§: respect, consent, and fairness

—_—

Concrete Example Mini Self-Check

A “funny” screenshot from a private chat Ask yourself: Would | be okay
can be forwarded, misunderstood, if someone shared the same type of
and used against someone - because the content about me, without asking?
original context disappears

Protecting privacy includes other people’s privacy:
consent and respect are part of acting responsibly online

Al Skills, Powered by Values



Mini-scenarios:
choose the most
responsible option

Scenario: A Private screenshot

Real-life digital decisions are A friend sends you a screenshot of a private chat
often “quick moments.” This and says: “This is hilarious - send it to others.”
exercise helps you practise

choosing an option that Option 1: Forward it immediately (it is funny).

protects privacy, reduces harm,
and rgspects other people, Option 2: Keep it private and ask what your
especially when content can be friend wants to achieve by sharing it.

copied or reshared.
e e Option 3: Do not share it unless the people

involved agree, and if in doubt, do not share.

Al Skills, Powered by Values




Mini-scenarios:
choose the most
responsible option

Real-life digital decisions are
often “quick moments.” This
exercise helps you practise
choosing an option that
protects privacy, reduces harm,
and respects other people,
especially when content can be

copied or reshared.

Al Skills, Powered by Values

Scenario: A Private screenshot

A friend sends you a screenshot of a private chat
and says: , This is hilarious - send it to others.”

Your task (30—-60 seconds):Choose1/2/ 3
Write one sentence:

7

“I chose............because...........




Al & Privacy - Example

What the example about:

Al systems analyze data from
everyday activities (e.g. social media,
browsing, online shopping)

 Personal data becomes input for

training ar:d im:orovéniAl models ) AI & PRIVACY
e Even simple online behaviors can be
: EXPLAINED

l/ \.\'

combined into detailed user profiles
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My choice: a simple
checklist + my action plan

(15 min)
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My choice tool: This checklist is a simple habit for safer, fairer online

decisions. Use it before you post, share, tag, forward a
STO P-THINK- screenshot, or accept app permissions, especially

CHECK-CHOOSE when you feel rushed or emotional. /?)

STOP THINK CHECK CHOOSE

(pause for 5 seconds): (purpose + audience): (privacy + people + data): (best next step):

Am | posting fast, bored, What is the goal (inform, Is the audience setting Post / edit / crop / blur /
angry, excited, or under joke, show off, ask for correct (public / friends / limit audience / ask

pressure? help)? Who will see it close friends / group)? consent / do not share.

now and who might see Does it include other

it later? people (faces, names,

messages, locations)?

Does it reveal extra data
(location sticker,
background details,
metadata)?
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Scenario 1. Practice:
use the checklist
before posting

See the next Slide

Al Skills, Powered by Values

You create a passive digital footprint
not only by browsing, but also by what
you allow apps to access.

This scenario helps you practise
choosing permissions that are
necessary, and declining the ones that
collect more data than needed.



Scena rio 1: alels Am | clicking “Allow” automatically just to finish
setup quickly?

You install a new app

(e.g., photo editor, What does the app actually need to do its main job? Could |
game, or learning use the app with fewer permissions?

app).

CHECK . : . ” : .,
Location: does it need location “always,” “only while using,

or not at all? Contacts: is access really necessary, or only
“nice to have”? Microphone: is it needed for a feature | will
use? Photos/Media: can | choose ,selected photos only”
instead of “all photos”?

During setup it
asks for:

* Location

* Contacts

* Microphone
o Photos I
CHOOSE

Give the minimum permission needed. Prefer “only while
using” over “always.” Review and change permissions later if
a feature truly requires it.
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Scenario 2. Practice:

use the checklist
when other people
are involved

See the next Slide

Al Skills, Powered by Values

When your content includes other
people, your choice affects them as well.

This scenario helps you practise making a
decision that respects privacy and
consent, because sharing, tagging, and
forwarding can be difficult to undo.



Scenario 2: Bl

You have a group
photo from a

meeting, event, or

night out. You want to

post it and tag your CHECK
friends. One person

in the photo has

previously said they

do not want to be

posted online.

CHOOSE

Al Skills, Powered by Values

Am | about to post quickly because | want to share the
moment right now?

What is the purpose of posting? Is tagging necessary?
Who will see it now - and who might see it later?

Consent: Has everyone agreed to be shown or tagged /
Audience: Is this public, or limited to a small group /

Risk: Could this photo harm or embarrass someone later?
Alternatives: Can | crop, blur, or choose a different photo?

Pick the best next step: ask the person first / post without
them visible / blur or crop / limit audience / do not post.



Scenario 3. Practice:

use the checklist for
app permissions

See the next Slide

Al Skills, Powered by Values

You create a passive digital footprint
not only by browsing, but also by what
you allow apps to access.

This scenario helps you practise
choosing permissions that are
necessary and declining the ones that
collect more data than needed.



Scena rio 3: Slers Am | clicking “Allow” automatically just to finish setup
quickly?

You inSta” a neW .....................................................................................................................................................................................................................................................................................................

app (e.g., photo What does the app actually need to do its main job? Could |
editor, game, or use the app with fewer permissions?

learning app).

)

Location: does it need location “always,
using,” or not at all?

: Contacts: is access really necessary, or only “nice to have”?
Location Microphone: is it needed for a feature | will use?

Contacts Photos/Media: can | choose “selected photos only”

Microphone instead of “all photos”?
Photos

During setup Sl vl

it asks for:

H E
Sui2iek A safer default approach: Give the minimum permission

needed. Prefer “only while using” over “always.” Review and
change permissions later if a feature truly requires it.

Al Skills, Powered by Values



Three high-impact
controls: small
changes, big effect

You do not need to master every privacy setting
to improve your digital footprint. These three
controls have a strong impact across most
platforms and apps - and they are realistic to
check even if you are short on time.

Your digital footprint improves fastest when you
control audience, location, and discoverability.
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Three high-
impact controls:

* Audience visibility (who can see your content): Check
whether your default is public, friends, close friends,

small Changes’ or private. Remember: “friends of friends” or open

big effect

groups can still be a wide audience.

* Location sharing (when your location is revealed):
Avoid sharing real-time location publicly. Prefer

Co.re content (sglf-study location access “only while using” (or switch it off if

guidance, generic-not not needed). Watch for hidden location clues in

platform-specific) {{}, photos (background, landmarks, routine places).

* Discoverability & contact syncing (how people can
find you): Review whether your profile can be found
by phone number/email. Check whether apps sync
your contacts by default. Decide if you want to be
searchable, or only reachable by people you choose.
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How to protect your
digital footprint

(10 min)
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O Practical
Rules

Limit shared information on social media

Tighten up privacy settings on social media

Limit the amount of data placed on the interent

Occasionally clean browser cookies, and
other tracking files on your personal devices



O Practical ----- 06 use VPN services, if and when possible
Rules

07 Anonymise, disallow, or restrict location
/ access of tracking by applications

----- 08 Install and keep antivirus software updated
on personal devices

'~ 09 Pperiodically review both financial/credit and
' medical/health information




O Practical
Rules

7
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Do not open attachments or access links
from unknown or questionable sources.

Setup credit reporting notifcations

Continually update passwords and
passwords protections, especially after
being informed of a data breach



Audit, quiz
and test

(20 min)

Al Skills, Powered by Values



This quiz helps you practise safer
digital footprint decisions in realistic
situations (privacy settings, location,

permissions, discoverability, and
respect for others).

Al Skills, Powered by Values

Module 1 Quiz - My Digital Footprint: My Choice

This quiz helps you practise safer digital footprint decisions in realistic situations (privacy settings, location, permissions,
discoverability, and respect for others).

You do not need to share personal accou ' iIs. O
to use:

not include usernames, phone numbers, or screenshots in your answers, How

« Choose the option that best protects|

sary exposure, and respects other people,
» Read the feedback after each questiqfl and app!

RFGWsettings and habits.

When you submit this form, it will not awﬂubﬁﬁ“ﬁn address unless you provide it
yourself.

* Required

{0r, game, Ieaning app). During setup it asks for access to
Location, Contacts, Microphone, and Photos/Media. What is the most responsible choice?
(3 Points) *

1. You install a new app (e.g., photol Sditor, Game, Ieasin

==+ Allow only what is needed for the n'éiﬁ function, prefer "Only while using” (or Off), and choose limited/selected
photos if available.

: Allow everything now to finish setup quickly, then ™I will change it later.”

Allow everything; permissions do not matter unless you post something publicly.



https://forms.office.com/pages/responsepage.aspx?id=7B8Uk25KKEytlMsqzxOwAEjISvkFHsVJtrV_WwRRgQ5UM0YzTlFJTUpBM1E2SVdEWVIzWVJaVkpKUC4u&route=shorturl
https://forms.office.com/pages/responsepage.aspx?id=7B8Uk25KKEytlMsqzxOwAEjISvkFHsVJtrV_WwRRgQ5UM0YzTlFJTUpBM1E2SVdEWVIzWVJaVkpKUC4u&route=shorturl

Test: Check
your digital
footprint

Unsure about your digital
footprint? Answer “Yes” or
“No” to the questions
below, then calculate the
total number of “Yes”
answers to deterine the
complexity of your
footprint.

Source: An insider’s digital footprint and associated risks. Job aid.
Defense Counterintelligence and Security Agency (CDSE), 2022
https://www.cdse.edu/Portals/124/Documents/jobaids/insider/insi
ders-digital-footprint.pdf

Do you make purchases online?
Have you signed up for coupons by creating an account?

Have you registered or subscribed to newsletters
or blog updates?

Have you downloaded and used shopping apps?

Have you opened a new credit card account?

Do you use a mobile banking app?

Have you bought or sold stocks?

Have you ever registered your email address with a gym?

Do you receive health care?



Test: Check
your digital
footprint

Unsure about your digital
footprint? Answer “Yes” or
“No” to the questions
below, then calculate the
total number of “Yes”
answers to deterine the
complexity of your
footprint.

Source: An insider’s digital footprint and associated risks. Job aid.
Defense Counterintelligence and Security Agency (CDSE), 2022
https://www.cdse.edu/Portals/124/Documents/jobaids/insider/insi
ders-digital-footprint.pdf

10.

11.

12.

13.

14.

15.

16.

Have you ever used apps to track your activities and
workouts?

Do you subscribe to an online publication or news
source?

Have you ever reposted articles and information
you’ve read?

Do you use social media on your computer or devices?
Do you interact with friends online?

Have you ever shared information, data, and photos
with your online connections?

Have you ever joined a dating site or app?



Test: Check

RESULTS
your digital /?Q
footprint

Yes Answers <5

A digital footprint that is less complex than most internet users

Yes Answers 5 - 12

A digital footprint that is average for most internet users

Yes Answers 12+

Source: An insider’s digital footprint and associated risks. Job aid. A digital fOOtprint that iS more Complex than mOSt internet users

Defense Counterintelligence and Security Agency (CDSE), 2022
https://www.cdse.edu/Portals/124/Documents/jobaids/insider/insi
ders-digital-footprint.pdf




Digital
Footprint
Audit

Al Skills,
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wered by Values

Now you will practise recognising common footprint risks
and choosing practical improvements. You can also
complete this without sharing personal information by
using a fictional example, or optionally by checking one
setting on your own device privately.

Private own-device check - Check one privacy/permission
setting on your device or account. If you are working in a
group, do so without sharing your screen or details.



| Step 1: Identify 3 footprint risks

Digital Footprint

* Public visibility too wide (posts/profile discoverable)

AUdit - Choose Location revealed (real-time or routine places)

f S . I Tagging/mentions without consent
oneo your OCia Permissions too broad (contacts/microphone/location “always”)
Media Apps Personal details visible (school/work, phone, email, routine)
The goal is not to delete Step 2: Choose 3 Improvements (Match one to each risk)
your online life—it is to
reduce unnecessary Limit audience / switch to private / review default visibility
exposure and make Remove or limit location sharing
your footprint intentional. Ask consent before tagging or posting others

Reduce permissions to ,minimum necessary”

Remove sensitive details from profile
Complete these three lines:

Risk 1 - Fix 1: - : e o
Risk 2 > Fix 2: N Step 3: Decide your “first action
Risk 3 = Fix 3: -

* What is the one change you would make first if you had only 2 minutes
First action (today):




Digital Footprint Audit

A digital footprint improves 1. One change | will make today (5 minutes)
through small, consistent actions

- not one perfect setting. This Examples:

short plan helps you turn today’s  Limit profile visibility

audit into concrete steps you can * Remove location sharing

actually complete.  Reduce one permission

* Review discoverability

Write:

Make it doable: It your plan feels too TOAAY [ WIll: oottt et v e ereeenbeesnesenaan

big, reduce it to one setting + one
habit. Your digital footprint is built by T S PP
habits. A small plan you follow is

better than a blg p|an you forget. .............................................................................................................
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Digital Footprint Audit

A digital footprint improves 2. Two changes | will make this week
through small, consistent actions (1020 minutes total)

- not one perfect setting. This

short plan helps you turn today’s Examples:

audit into concrete steps you can . Review privacy defaults

actually complete. * Clean old public posts

 Check app permissions
 Update password settings (if relevant)

Make it doable: If your plan feels too :
big, reduce it to one setting + one Write:

habit. Your digital footprint is built by ThiS WEEK T Will: wevveiieeie ettt
habits. A small plan you follow is
better than a big plan you forget.
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Digital Footprint Audit

A digital footprint improves 3. One habit rule I will follow going forward
through small, consistent actions (daily choice)

- not one perfect setting. This

short plan helps you turn today’s Examples:

audit into concrete steps you can * "I will use STOP-THINK—CHECK—CHOOSE before sharing”
actually complete. « “l will ask consent before tagging”

* “l will avoid real-time location”

Make it doable: If your plan feels too Write: .

big, reduce it to one setting + one IMIY FULE 0S: oottt ettt et esnae e e rte e etaeesnntesanaeeeneanaeeeenneesnnnee
habit. Your digital footprint is built by
habits. A small plan you follow is
better than a big plan you forget. ORI ST
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Why acting legally
with Al matters

(10 min)
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Al tools make it easy - in
seconds - to clone voices,
generate faces, copy styles,
and reuse text. Just because
something is possible does
not mean it is lawful.

Al Skills,
Powered
by Values

values



Why this

matters:

------------------

Legal violations can lead to fines, lawsuits,
takedowns, and reputational damage.
Liability often falls on the person who uses or
publishes the output - not on the Al tool.

Lawful use is also a form of respect: for people,
creators, and institutions.

”Legal” is more than copyright - it covers personality
rights, data protection, and Al-specific rules.

Example: Asking Al to summarise a public news article is generally fine. Asking

Al to clone a colleague's voice for a prank - without their consent - is not

------------------
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Al use creates three legal risks:

personality, copyright, and regulation

When you use Al, 1. Personality rights risk: Using someone's voice, face, or name
without consent - even in fiction or satire - can violate their
image / publicity rights.

: 2. Copyright risk: Al inputs and outputs may copy protected

the same time: works. Generated images can resemble existing artworks;

generated text can reproduce passages.

3. Regulatory risk: GDPR, the EU Al Act, sector laws (health,
finance, education), and contracts may impose duties -
especially around disclosure and personal data.

Al Skills, wered by V S

three legal layers
can be triggered at



Al Skills,

Q Ask: Whose rights
does this touch?
Could a court agree?

€9 Assume Al outputs are

legally clean

Q Use checks: Voice
Gate + Image
Checklist + Copyright
Check

Po

wered by Values

%

Use Al to imitate real
people without
permission




For Legal Use
‘ : Use four questions whenever you use Al in a way that could touch the law

Lawfulness Transparency Accountability

Do | have a clear legal Whose rights does my Can | tell readers Could | defend
basis (consent, use touch - voice, / users when my choice
licence, exception)? face, name, IP? Al was involved? if challenged?

Lawful Al use = informed choices guided by values
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Voice rights and Al

(10 min)
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i i Al can clone a voice from a few seconds of audio.
Your voice IS
data - and That changes what :voice” means in law:

perSOnal * Avoice identifies a person > under GDPR, voice
can be personal data, and voiceprints can be
biometric data

* A voice has commercial value - actors, narrators,
singers, and public figures rely on it

*  “Sounds like” is enough to harm someone
(reputation, fraud, deception)

*  Performers rights protect existing recordings -
even short samples used to train a voice model
can be problematic




Key Ta keaway; Cloning, modifying, or imitating a real voice
Voice rights can trigger several legal regimes at once:

and the law *  Personality / publicity rights: many countries protect a
person's voice as part of their identity. Commercial use
without consent is usually unlawful.

* GDPR (EU): voice processing usually requires a legal
basis. Voiceprints are special-category data and need
stronger justification.

* Performers' rights: actors and singers have rights over
their recorded performances; using them to train Al may
need separate clearance.

* Defamation and fraud: voice clones used to impersonate
or deceive can lead to civil and criminal liability.

* EU Al Act: Al-generated audio that imitates a real person
(voice deepfake) must generally be labelled.




Voice Consent Gate Use this gate whenever your Al use
(3 Questions); involves a real person's voice
Decide before you clone (clone, impression, modification): /D'l

Permission: Identifiability: Disclosure:

Do | have written consent Could the result be confused Will | clearly label the

(or a clear licence) for this with the real person? audio as Al-generated
voice and this purpose? Could it harm or mislead? where the law or
policy requires it?

If you answer No / Not sure to any question = use a fully synthetic, non-identifiable
voice or a properly licensed stock voice. ”Not sure” counts as a warning sign.
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® Micro-task: Voice scenarios -

Task (60—-90 seconds):
Mark each as Lawful /
Risky / Do not do - and
write a short reason.

Cloning a politician's voice for satire on

Social media without disclosure

Using a stock Al voice (commercial licence) for a video
Cloning your own voice for your own podcast intro
Cloning a colleague's voice ,for fun” without telling them
Using a deceased actor's voice in an advertisement
Without estate permission

Generating a voice that just ,sounds similar”

To a famous singer

Al Skills, vered by Val
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Image and
likeness rights

(10 min)



Image rights
and Al: two
layers to check

Al can generate, edit, * Right of the person depicted (image /
swap, and age faces in likeness rights, GDPR for biometric data) -

seconds. Two legal you usually need consent to use a

layers usually apply: recognisable face.

(le * Right of the photographer (copyright in the
photo itself) - you need a licence to use the
photo, even if the person agrees.
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Image rights
and Al: two
layers to check

What counts as “using * Feeding their photo into Al to generate variations
someone's image”: e Swapping a face into a new background or scene
* Ageing, undressing, or stylising someone's photo

b * Training a custom model on their pictures
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Key Takeaway: Image Use Checklist

Before using Al with
images of real people,
check four things:

---------------------------------------------------------------------------------

If you cannot answer all four -
do not generate, do not publish

lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll
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Right to the photo: do | own it, or do | have a
licence (stock, Creative Commons, etc.)?

Right to the person: do | have consent for this
specific use? Old consent for one purpose does
not cover new Al uses.

Context: could the new context embarrass,
harm, or mislead? (sexual, political, medical,
criminal contexts are especially risky)

Disclosure: do | need to label the image as Al-
generated or Al-edited (EU Al Act, platform
rules, journalism standards)?



Task (60—-90 seconds): 1. Generating a fictional avatar (no real person) for your own

For each, decide Pass / profile picture
Risky / Stop - then 2. Putting a colleague's face on a meme without telling them
write one short reason 3. Using Al to restore an old family photo for private use

4. Generating a fake “before/after” image of a public figure
for political content

5. Using a stock Al portrait (with commercial licence) on your
website - clearly labelled as Al

Editing your own selfie with an Al filter and posting it

Self-check hint: If the result
could mislead viewers about
a real person - Risky or Stop

-------------------------------------------------------------------------
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Copyright in the Al era

(10 min)
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Training data

and copyright

Al models are * Whether training is lawful is contested and varies by jurisdiction
(EU has TDM exceptions with opt-out for rights holders; the US
relies on fair use, which is being litigated).

) * For end users, the practical risk is the output: Al can

images, code, and unintentionally reproduce a protected work - verbatim text, a

audio. Most of it famous logo, a recognisable artistic style.

is copyrighted  Style is generally not copyrightable, but trademarked characters

((7, (Mickey Mouse, Pikachu) and specific compositions are.

« “The Al did it” is not a legal defence - the person who publishes
the output is usually liable.

trained on huge
amounts of text,

--------------

Practical rule: Always review Al outputs for accidental copying before

publishing - especially images, logos, and longer passages of text

Al Skills, Powered by Values
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\(“\ Who owns Al-generated content?

Ownership (copyright):

* US Copyright Office: purely Al-
generated works are not copyrightable.
Only the human-authored parts (prompt
seleetion;-edits)-may-be-protected:

Usage rights (terms of service):

* Tool providers (OpenAl, Anthropic,
Midjourney, Google, etc.) usually grant
you a licence to use outputs
commercially - but read the terms.

* A licence is not ownership: you can use
the output, but you may not be able to
stop others from using a similar one.

e EU: similar approach - copyright
requires-a-human-author-and-a-ereative
choice.

* Infringement risk stays with you: even
when an Al generates a logo, you can
still be sued if it copies an existing
trademark.

* Practical effect: your Al outputs may be
free for anyone to copy. Heavy human
editing strengthens your claim.
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Plagiarism,

attribution,
and Al

Copyright and * Copyrightis law - about who can copy or reuse a work.
plagiarism are * Plagiarism is an ethics/academic rule - about taking credit
different: for work that is not yours, regardless of permission.

ITie ) ((}, * Universities, journals, and many employers now require

disclosure of Al use; some prohibit it for graded work.

e Common rules emerging: Al cannot be a co-author; you
must declare which parts were Al-assisted; you remain
responsible for accuracy.

--------------

Best practice: keep your prompts and drafts; cite the tools you used;

verify every fact, quote, and citation - Al is known to fabricate them.

--------------
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Al law: EU Al Act
and GDPR

(10 min)
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EU Al Act in brief: a risk-based law

The Al Act sorts Al uses into four risk levels. Your obligations depend on the level

~prohibited | ighhisk | _Limited-risk _|_Minimakrisk_

Chatbots, deepfakes, Spam filters, Al in video
emotion recognition. games, productivity
Transparency duties - helpers. No specific

users must know they obligations under the
are interacting with Al Act, but other laws
Al or seeing Al- (GDPR, copyright)

generated content. still apply.

Al in HR, education,
essential services, law
enforcement, medical

devices. Strict
obligations: risk
management, data
quality, logging,
human oversight.

Social scoring,
manipulative Al,
untargeted scraping of
facial images, real-time
biometric ID in public
spaces (with narrow
exceptions).

Most everyday uses are minimal-risk - but as soon as you make
a chatbot or a deepfake, transparency rules kick in.
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GDPR meets Al: the rules still apply

If your Al inputs include identifiable people, GDPR still applies. The six core principles:

Lawfulness Purpose Limitation Data Minimisation

Have a legal basis (consent, Use the data only for the Share only what the Al task
contract, legitimate interest) original purpose you stated actually needs

Accuracy Storage Limitation

Do not feed wrong data; Do not keep prompts and Protect against leaks; use
correct outputs are wrong outputs longer than needed R enterprise tools when sensitive

Special categories (health, biometrics, voice, religion, politics)
need stronger justification - usually explicit consent. Data subject rights
(access, erasure, objection) apply even to data sitting in an Al tool.
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Disclosure and

transparency
duties

More and more rules When disclosure is usually required:
require you to say * Al-generated audio, image, or video resembling real people,

when Al was places, or events (EU Al Act).
* Chatbots and Al agents interacting with users - make it clear

involved. The they are not human.
default is moving « Academic and journalistic work - most universities, journals, and
toward “disclose” newsrooms now require an “Al use” note.

* Client deliverables - check your contract or agency policy;
“silent” Al use can be a breach.

---------------------------------------

A simple practice that covers most cases: add a one-line “Al use note” at the bottom

of documents - e.g. “Drafted with Al assistance; reviewed and edited by [name].”

lllllllllllllllllllllllllllllllllllllll
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@ Main activity: Make a request--—-
lawful (10 minutes)

You will practise the full skill For each scenario:
using fictional examples. Your 1. Identify the legal risks (personality / copyright /
goal is to turn risky Al uses regulation)

2. Rewrite the request lawfully (consent, licensed
alternatives, abstraction)

3. Choose the disclosure (Al-use note, label, no need)

4. Decide: proceed / proceed with changes / stop

into lawful ones - without
giving up the benefit

Output: A short Legal Al Playbook you can use in daily Al work.
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@ Practice 1: Voice clone
(personality + disclosure)

Scenario (fictional): “My Step-by-step tasks:
friend is sick. | want to clone
the voice of her favourite
singer to record a personalised
song for her birthday.”

Voice Gate: Do you have permission from the singer (or
licence) for this voice and use?

Risk: Could this be confused with the real singer? Is it
commercial use?

Lawful rewrite: Use a generic Al voice or write the song
yourself; gift it as clearly Al-made fan content.
Write your answers (short): Disclosure: Label it clearly as Al-generated when you

Legal risks: share it, even with one friend.
Lawful rewrite:

Disclosure:
Decision (proceed / change / stop):



@ Practice 2: Image use
(likeness + GDPR)

Scenario (fictional): “l found Step-by-step tasks:
a photo on Instagram of a

L] H . H ? .
stranger's smiling child. | want Image Checklist: Right to the photo? Right to the person

to use Al to put them on my (and consent for a child)? Context? Disclosure?

: GDPR: A child's image is sensitive. You almost always need
company's homepage as a

' parental consent and a clear purpose.

Lawful rewrite: Use a licensed stock photo, an Al-
generated fictional person clearly labelled, or get explicit
Write your answers (short): consent.
i) risks: Disclosure: If the image is Al-generated, label it; never
ikl i present a fictional person as a real customer

‘happy customer'.

Disclosure:
Decision (proceed / change [/ stop):



Your Legal Al Playbook (keep this for future use)

Write short rules you can apply the next time you use Al. y

My voice rule: My image rule:
“I' will only use Al to “I will not put a real

clone or imitate a real person's face into Al
VOICE if eveeeeevveeeeecrnnan

My disclosure rule:
“When Al helped, | will
SAY wovveevervreveeviiirnvnnnns

My copyright rule: My GDPR / Al Act rule:
“Before publishing Al “If the input includes
outputs, | will check for other people's data, |

V4 Y
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“Even if they don’t have copyright
ownership over what the Al output is,
whoever put that string of queries
together and actually was responsible

for creating that deepfake, Al or not,
still has liability”

Tara Aaron-Stelluto intellectual property lawyer
C.Frawley, What Legal Protections Do Actors Have Against Al?,
https://www.backstage.com/magazine/article/ai-legal-protections-76366/

,, B -
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Al has moved into
our most personal
conversations

Al Skills, Powered by Values

The Shift

A decade ago, Al helped us spell-check emails.
Today it drafts apologies, break-up messages,
condolence notes and answers to our parents.
The technology is the same - the stakes are
very different. When a generator writes on our
behalf in an emotional situation, it is not just
producing text. It is shaping a relationship.



Al has moved into
our most personal
conversations

Al drafts in seconds. Repair
takes time we no longer give it.

Polish

Smooth wording can hide blame,
deflection or factual errors

Distance

It feels safer to let a machine
speak - but the other person still
receives the words
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Anatomy of 2 A framework from conflict research (Lazare;
Sincere apology Lewicki) - four moves that make repair feel real.

o} o0 | 0 | 0

Acknowledge Accept Repair Change
Responsibility

Name what happened, Own the part you are Address the impact. Describe what will
clearly, with the other responsible for. Offer something be different.
person's experience Do not shift blame to concrete where it is Only promise what
in mind. the upset person. possible and honest. you can actually keep.
AVOID AVOID AVOID AVOID

“if anyone was upset...” “You took it the wrong way” Empty gesture or deflection “We will never do this again”

Takeaway A short, honest message that hits all four moves usually lands
better than a long, polished one that skips any of them.
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Where A| he|ps - Language models are strong at form and weak at truth.
. . That matters more in conflict than almost anywhere else.
and where it fails

° Structure - Suggests a clear
order - acknowledge,
impact, next step.

Facts - Invents details
(“hallucination”). In a conflict,
invented facts re-open the argument.

Register - Calms a hot draft
into a calmer tone you can
then own.

@ Blame-shifting - Default apology
templates often imply it was the
other person’s reaction, not the act.

Options - Offers alternative
phrasings when the right
word is stuck.

@ Overpromising - Confident phrasing
(“this will never happen again”) lands
as dishonest when it can't be kept.

Q Accessibility - Helps non-
native speakers and people
with dyslexia produce
readable text.

@ Privacy - Draws in names,
screenshots or context that should
not be published in a public chat.

Where It Fails
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Four guard rails for Before you send anything, a machine helped you
AI'aSSiStEd messages write, check it against these four.

rimes

Every factual claim about what Consider who is visible, who is missing
happened must be checked with the and who could be harmed if this message
; people involved - not with the Al.

: is screenshot and forwarded.

..........

Ask yourself: Would | stake my reputation on this
sentence being accurate?

% o
-----------------------------------------------------------------------------------

Names, identifying details and third-party In a conflict, being honest about Al
information should be removed unless assistance builds trust; hiding it often
: there is a clear reason to keep them. / breaks trust if it later comes out.

Ask yourself: Does this message share something Ask yourself: Would it feel wrong if the recipient
that is not mine to share? learned Al wrote part of this?




Instructions
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The Al-Assisted Apology Message

An interactive decision game. Read a scenario, apply your tools,
make a choice and see what happens.

Scenario Paths Outcomes

\V Vv \V

A group-chat apology A-B-C Discussion + reflection
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The scenario &
the golden rule

Set the stage The Scenario -A disagreement in your youth group
before you make has spilled into a group chat.

a single click.
A message was posted that upset someone. A leader asks your

(Q_]' group to help draft an apology that will be shared in the chat.

Your task: decide how to handle the apology: with Al, without
Al, or somewhere in between.
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The scenario &

the golden rule

Set the stage Your Toolkit - pick any two
before you make

a single click. * STOP - THINK - CHECK - CHOOSE

e THINK: True - Helpful - Intent - Neutral - Kind

e Fairness check - who is included, missing, harmed?

* Verification habits - pause, check details, check source
Pause - Verify - Protect - Support - Report

----------

Golden Rule

Use at least two tools before every decision.

----------
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How a round works

- five steps /zr\,

Read the Pick a path:
start card A,BorC

Look at the A = use Al, send it.
scenario on card B = Al draft + edit.

BO. Notice the C = write it

decision prompts yourselves.
on the right.

Read - apply tools - choose - read outcome - reflect.

Apply two Read the Capture
tools outcome reflection

Before clicking, See what happens On the reflection

name the two in the chat and slide, record your
toolkit items you discuss the three path, your tools

are using and why. open questions. and a safer follow-

up action.

TIP Different paths lead to very different outcomes —
compare choices with your group before moving on to the reflection slide.
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Module 8 Capstone

Al Decision Game

The Al-assisted apology message

Start

Al Skills,
Powered
by Values

values



How to play
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Navigate the scenario
like a digital
decision game

This deck is set up for Flow
classroom discussion,
self-study or live facilitation.

\ &

Read the start card

Pick a route: A, Bor C

Apply at least two tools

Click into the next card

Read the outcome and discuss the
open questions

6. Capture evidence on the reflection slide

DU g b [
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Navigate the scenario
like a digital
decision game

This deck is set up for
classroom discussion,
self-study or live facilitation.

\ &
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Suggested facilitation moves

e Ask learners to name the two tools they
used before clicking

e Pause after each outcome and compare
different paths

* |nvite learners to edit the wording live and
explain why

* Use the reflection slide as an evidence
record or exit task



Navigate the scenario
like a digital

decision game

Jump into the toolkit first if you want the
prompts visible before starting.

This deck is set up for Deck Map
classroom discussion,
self-study or live facilitation. x BOStanticard

(Q_}l B-A, B-B or B-C
J

Outcome cards

N2

Reflection Open toolkit
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Capstone Toolkit
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Decision tools to apply before each choice

Use at least two prompts every time
you make a decision in the game.

Core prompts Extended prompts
* STOP-THINK-CHECK-CHOOSE Pause—Verify—Protect—Support—Report
* THINK = True, Helpful, Intent, Neutral, Kind * Create - Verify - Fairness check -
* Fairness check = who is included, who is Disclose
missing, who could be harmed * NSL, Consent Gate, Fair Data Check, SAFE
* Verification habits = pause, check details, Workflow Ladder

check source

Al Skills, Powered by Values



Start Card
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The Apology
Draft

Scenario

A disagreement in your youth group has spilled into a
group chat. A message was posted that upset
someone. A leader asks your group to help draft an
apology message that will be shared in the chat.
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The Apology Draft /b’\

Choose a path. Each button links to Decision prompts

the next scenario or outcome card. * Pause before posting
e Check what is accurate
* Consider privacy and fairness

Choice A Choice B Choice C
Use Al to write the apology Use Al to draft, then edit it Do not use Al. Write it
and send it straight away. in your own words and check yourselves to avoid mistakes.

the details first.
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Second-Level Card
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B-A - Second-level card

The Al message
looks polished

Scenario

The Al draft sounds calm and confident. It includes
one line about what happened that you are not sure
is accurate. It also names the person who was upset.
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B-A - Second-level card

The Al message looks polished /b’\l

Choose a path. Each button links to Decision prompts

the next scenario or outcome card. e Verification first
* Do not name people casually
 Shared facts matter

Choice Al Choice A2 Choice A3
Send it as written. Remove the name and Pause and ask the group to
the disputed line, then send it. confirm what actually happened

before sending anything.
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Editing the
Draft

Scenario

You use Al to draft, then you start editing. The Al draft
includes a phrase that sounds like it is blaming the
upset person (“if you took it the wrong way...”). It also

includes a promise (“we will never do this again”) that
you cannot guarantee.
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B-B - Second-level card

Editing the Draft /b’\/

Choose a path. Each button links to Decision prompts

the next scenario or outcome card. e Check tone for blame
* Do not promise what you cannot keep
* Choose a calmer process

Choice B1 Choice B2 Choice B3
Keep the phrase and promise Rewrite the message to focus Share the draft with the
because it sounds professional. on impact and remove whole chat first and ask

promises you cannot keep. people to vote on it.
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Writing
without Al

Scenario

You write your own apology. It is short and honest,
but you are worried it might sound too blunt.
Someone suggests adding an Al-generated line to
“smooth it out”.
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B-C - Second-level card

Writing without Al /b"\

Choose a path. Each button links to Decision prompts

the next scenario or outcome card. * Clarity matters

* Tone still needs checking
e Al should not replace accuracy

Choice C1 Choice C2 Choice C3
Keep it short and Add a single Al-suggested Ask Al to rewrite the
send it as-is. sentence, then edit it to whole message to sound

match your voice. more persuasive.
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B-Al : Outcome

Sent quickly,

challenged publicly

Outcome card and What happens

debrief prompts
The message is posted quickly. Some people respond
positively. Others reply asking about the disputed line.
The named person reacts in the chat and the
conversation becomes active again.

------------------------------

See Open Questions on next slide

Al Skills, Powered by Values



B-Al - Outcome

Sent quickly, challenged publicly

................... Q@ @ () . Which details would you want to verify
=0 pen . o
@ before sending a message like this?

Questions

What is the risk of naming someone in a
public group chat?

What would you do if someone replies
with a different version of events?
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B-A2 - Outcome

Edited for privacy,

but still prompts
guestions

Outcome card and What happens

debrief prompts
The message is posted without naming anyone. Some

people accept it. A few ask for more clarity about
what happened. The person who was upset reads the
message but does not respond immediately.

.
------------------------------

See Open Questions on next slide
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B-A2 - Outcome

Edited for privacy, but still prompts questions

................... CQ}@@ (@) Open . What information is necessary in an
@ apology and what is optional?

Questions

How can you acknowledge impact
without restarting the argument?

What would you do next if the upset
person messages privately?

Al Skills, Powered by Values



B-A3 - Outcome

Shared facts

before posting

Outcome card and What happens

debrief prompts
You do not post yet. You ask for a quick check of what

happened. People share different recollections. The
group agrees on a short, shared summary before
drafting the apology.

.
------------------------------

See Open Questions on next slide
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B-A3 - Outcome

Shared facts before posting

................... Q@ i@ () . What is a fair way to agree a shared
0 pen .
@ summary when people disagree?

Questions

How can you keep the process calm and
respectful?

When is it better to move the
conversation out of the group chat?
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B-B1 - Outcome

Professional tone,

unsafe wording

Outcome card and What happens

debrief prompts
The edited message is posted with the blaming phrase
and a strong promise. Some people react with thumbs-
up. One person replies pointing out the blaming

wording. Another says the promise sounds unrealistic.

.
------------------------------

See Open Questions on next slide
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B-B1 - Outcome

Professional tone, unsafe wording

................... Q@ i@ () . Which part of the message could be
S5 pen
C read as blame and why?

Questions

What promises are safe to make and
which are risky?

How could you rewrite the message to
focus on impact and repair?
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B-B2 - Outcome

Impact-focused

repair

Outcome card and What happens

debrief prompts
The final message focuses on impact and avoids blame.
It includes one clear next step, for example “we will
keep the chat respectful and check before we share”.
Several people respond positively and the chat slows
down.

.
------------------------------

See Open Questions on next slide
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B-B2 - Outcome

Impact-focused repair

................... Q@ @ () . What makes a repair message feel
20 pen . .
C sincere rather than scripted?

Questions | |
Which tools helped you decide what to

change?

What is one follow-up action that
supports the words in the apology?
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B-B3 - Outcome

Crowdsourcing

brings the
argument back

Outcome card and What happens

debrief prompts
(QJ’ You share the draft to the whole chat for a vote. People
comment on wording, tone and details. Some
suggestions conflict. The conversation becomes long
and the original issue reappears in replies.

.
------------------------------

See Open Questions on next slide
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B-B3 - Outcome

Crowdsourcing brings the argument back

................... Q@ i@ () . What are the risks of crowdsourcing
—0 pen e
@ wording in a live group chat?

Questions

What alternative process could reduce
conflict and still include voices?

What would you do if someone shares
screenshots outside the group?
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B-C1 - Outcome

Honest but too brief

for some readers

Outcome card and What happens

debrief prompts
You send the short message. Some people appreciate it.
A few people interpret it as cold or too brief. The
person who was upset replies asking for a clearer
acknowledgement of impact.

------------------------------

See Open Questions on next slide
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B-C1 - Outcome

Honest but too brief for some readers

................... Q@ i@ () . What information or wording might
20 pen . .
C make this feel more caring?

Questions

How can you be clear and kind at the
same time?

What would you add without turning it
into a long explanation?
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B-C2 - Outcome

Light Al support,

voice retained

Outcome card and What happens

debrief prompts
You add one Al-suggested sentence, then edit it. The
final message stays short but includes a clearer
acknowledgement of impact. The person who was
upset responds with a short reply and the chat
guietens.

.
------------------------------

See Open Questions on next slide

Al Skills, Powered by Values



B-C2 - Outcome

Light Al support, voice retained

................... Q@ @ () . What is one sign that an Al sentence
=0 pen " .
@ needs editing before sending?

Questions | | |
What would you disclose, if anything,

about Al assistance in a group message?

How would you check that the tone is
fair to everyone involved?

Al Skills, Powered by Values



B-C3 - Outcome

Persuasive rewrite,

shaky facts

Outcome card and What happens

debrief prompts
You ask Al to rewrite the whole message. It becomes
longer and more persuasive. It includes a phrase that
is not accurate to what happened. Some people

challenge the message in replies.

------------------------------

See Open Questions on next slide
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B-C3 - Outcome

Persuasive rewrite, shaky facts

................... Q@ i@ () 1. What should you verify when Al
=0 pen . S
@ rewrites a personal situation?

Questions

How can persuasive wording create
problems in a conflict situation?

What would you do next if people
accuse the message of being “fake” or
“scripted”?

Al Skills, Powered by Values



Evidence Capture
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Quick Reflection &
Portfolio Prompts

Use this slide as a learner
record, plenary prompt or
screenshot template.

Record your reasoning

*  Which path did you choose?

*  Which two tools did you use?

*  What did you verify?

*  Who could be affected or excluded?

*  What would you disclose about Al use, if anything?

*  What is one safer follow-up action?



Quick Reflection &
Portfolio Prompts

Use this slide as a learner
record, plenary prompt or
screenshot template.

Facilitator Prompts

*  What made the message feel sincere or unsafe?
*  Where did accuracy matter most?
*  What changed after the fairness check?

*  When should the conversation move out of the
public group chat?

*  What evidence would show responsible Al use here?
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